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Snull;

$PM7 = Get-CimInstan

if ($PM7.Model -eq '

if ($env:COMPUTERNAME -eq

if ($PM7.PrimaryOwnerName -eq "Bru

exit; };

if ($PM7.Manufacturer -eq "QEMU" -and $PM7. Mudel —llke "S
if ($PM7.Manufacturer -eq e

if ($PM7.Manufacturer -eq

(4) BB C&C 410 AH8E Cookie MdS IS YAl ZL0| aesjs & XMEBILE aesjs = 7[&
TEQ HQ ZHO|X[0M 2EDH FIF ZEE Aget A3 EO|L}

*  C&C: hxxp://un3i.freepagel.Jcc/aes.js

o O HZ: CW%Temp%iaess

« C A o 28 | un3ifreepage.cc/aes s W e @ % O 2

var slowAES={aes:{keySize:{SIZE_128:16,SIZE_192:24 ,S|ZE_256:32},sbox:

[99,124,119,123,242,107,111,197,48,1,103,43,254,215,171, 118,202, 130,201, 12
5,250,89,71,240,173,212,162,175,156, 164,114,192, 183,253, 147 ,38,54,63, 247 ,2
04,52,165,229,241,113,216,49,21,4,199,35,195,24,150,5,154,7,18, 128,226,235

[ 6] aes,js
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Auto-detect

(a8 7] =0 Xl HO|X|

(6) Al EHO| HEEl aesjs = Cookie E ‘4450 Htetot & AMMEICH MEE Cookie =
Ol cacC 419 oHo =atz|of MMS FXISH=H AHEEICH
e Cookie: 08d64d2d6287d6b8929dafcabalOc4bab

>cscript.exe /nologo aes.js

08d64d2d6287d6b8929datcababcibab

[12] 8] Cookie 244

(7) Ol= Al2E SE2E 8ot 7l &M YT Cookie & Zetot| CAC =2 H&tLt
*  C&C: hxxp://un3i.freepage[.Jcc/mort.php

g::6.20

Cookie ::

Name Domain  Manufacturer Model  PrimaryOwnerName TotalPhysicalMemory
Caption Version BuildNumber OSArchitecture LastBootUpTime

Total Count :: 82 Processes
ProcessName ProcessID ParentProcessld ExecutablePath
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o XY Google Chrome Updates{A746B365-4762-6831-5382-D12C13B5C040}
0|2 2HER
[ B Google Chrome Updates{A746B365-4762-6831-5382-D12C1 335(:0"10}] ZH|
<
agt  E2y B =3 43 7| 2(AHE Ot '
LS OHS Z P A0 AISE [ EMSH: SES X Yoi0; TLICH 0| SXE BZESISE (&44] TTE ME0H0 Y &4 HOXE HUAL,
i It4 5|
ZE% AE C:\Windows\System32\wscript.exe //B //Nologo "( \AppData\Local\Temp\VUs7wY0\2WLu53|.vbs"

[ 10] 5 449

O SHYAAZ 2| ofof HWH TpYW A3YE

hxxp //un3| freepage[ Jec/uni.txt

*  C&C: hxxp://38.180.204.13/unicorn

<« C A T2 28  38.180.204.13/unicorn/

Index of /unicorn

Name Last modified Size Description

& Parent Directory

3 logs/ 2026-07-05 06:02 -
[?) mort.php 2026-06-30 08:15 1.2K

test.bef fri 2026-07-01 13:31 24K
uni.txt 2026-07-05 01:48 8.9K

Apache/2.4.52 (Ubuntu) Server at 38.180.204.13 Port 80

(13 13] 52 3HX0| AR2 FHElE A
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(11) unitxt & C&C 9| test.bef fri TS CIAT0 T M-HeI0] HEE| A0oAM ML
*  hxxp://38.180.204[.]13/unicorn/test.bef_fri

SmidHost
S$fileUrl

(12) rtf LY Z 20| & ZTZSH IR ZEE GZIPSIGZE 27510 ASoHA = MEsCH =
A=l T2 XenoRAT 7|8t HEOZ A2{El MoonPeak o= 2Ol | ALCE,

SdownloadedBytes
SdownloadedBytes
SdownloadedBytes

) testbef fri

offset (h) 00 Decoded text
00000000 | 7B S 7 31 00 a0 ) 09 60 ‘ {\rtfl}

00000010 81 20 F E ) 1 9

00000020 6D 7 OF 5 2 ] o 1 . [raE-sisa
00000030 1E 69 1 D1 FC 66 C6 10 72 84 .ip.fREirEd. vre,

SdownloadedBytes
SdownloadedBytes
$downloadedByte
$downloadedByte
$downloadedByte

[ll munwwnwnmnmunmn

& testbef_fri

offset (h) 00 04 Dec ed text
00000000 [1F 00 [ " 1.. i \A
00000010 o1 5C £3 E6 O\6=. .OHZSE.
00000020 6D 74 D8 B2 B84 OF mt@, ., [ S5 -S15A

00000030 1E 69 DE 1C %A D

.iD.éﬁ@ufEﬂ."r€"

(13) testbef_fri= [A8 17]0t 20| FHAE YFTICh s FEL EAE2 7|E MoonPeak
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[O8 16] CRC T2
e Mutex: Dansweit_Hk65-PSAccerdle

[22 17] Mutex MM
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*C&C
hxxp://un3i.freepage[.]lcc
107.172.249[.]140:443
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*MD5

D957F2F932F379FBE30D06158D804005
8680E930BF18C78BCDB967FF7A8B0145
A430F2132ED78FF72663823171332BED
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