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Abstract

Al Tool Use by State-Sponsored Hacking Groups (APTs)
and lts Security Implications

Minjung Kim
(Institute for National Security Strategy)

On October 29, 2026, roughly $6.3 billion in virtual assets was stolen from the cryptocurrency
exchange Binance, the largest single theft onrecord. The U.S. Federal Bureau of Investigation
(FBI) attributed the attack to TraderTraitor, a North Korean state-sponsored hacking group.
The incident has deepened concern over the growing sophistication of North Korea’s cyber
capabilities. It also makes it necessary to examine how far North Korean advanced persistent
threat (APT) groups have adopted Al and what security threats may follow. Microsoft has
assessed Jade Sleet, which has been tracked as the same group as TraderTraitor, as having
reached the “operationalized” stage of Al adoption, in which Al is used routinely and
repeatedly across operational workflows. This assessment suggests that the threat posed
by North Korean APT groups’ use of Al may be undergoing a qualitative change. This study
reviews the evidence of Al use by these groups and analyzes how Al has changed the
tempo of their operations and the capabilities of their personnel. There is considerable
evidence that North Korean groups have used Al to prepare lures and to assist in malware
development. No case has yet been confirmed, however, in which Al carried out every
stage on its own, from intrusion to monetization. Should North Korea adopt the Al-driven
targeting and attack methods seen in operations by a Chinese state—sponsored hacking
group, North Korea's cyberattack capabilities are likely to grow substantially. The study
therefore proposes three policy responses. First, Al involvement in North Korean APT

operations needs to be identified early, and preparations should be made for these groups’
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move into operating agentic Al. Second, to strengthen prevention—focused response
capabilities, the public—private joint analysis council should be given greater substance,
and mechanisms for rapidly sharing attack indicators and analysis of virtual asset theft and
money laundering should be reinforced. Third, North Korean IT workers are extending their
activities into new regions. In response, South Korea should share threat intelligence and
response experience with Europe, Southeast Asia, and other regions, and work with global

hiring platforms to expand its contribution to international cybersecurity.

Keywords: Artificial Intelligence (Al), Al Agents, Advanced Persistent Threat (APT), Cybersecurity,

Coral Sleet, Complex Security Threats
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