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Who | am and why this matters
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WHY NORTH KOREA?

North Korea has
architected the
world’s most extreme
info control system.

Citizens limited to a
national network that
is cut off from the
global internet.

Sharing unauthorized
information or media
can result in torture or
death.



Il. THE SYSTEM

North Korea’s Full-Stack Information
Control System
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providers connect North Korea to the
outside internet.

China Unicom ¥ RusSsta’ s—FrangleleCon
Dual—-homed since 2017



The whole country routes through here.

Chunggang.

Benxi

Liaoyang:
ik
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Publicly routable IP addresses for the entire nation.
175.45.176.0/22 - less than a single mid-size company.



Scanning North Korean servers

Hosts | Archive  Monitors  Scans X Search banners © VPN: UKRAINE (84.239.42.48)

% SERVICE CATEGORIES

Remote Access = & &

) New @) Wevsites B seowe e
21 19 1 1

Current Results

monitor

175.45.178.161 Unknown

=) e Scanned: Justnow @ @

o 175.45.177.65 Scanned: Justnow @ @

(=] 175.45.177.11 Scanned: Just now “ o

(=) 175.45.177.10 Scanned: Just now [
175.45.177.1 Gateway/Router

-~ Scanned: Justnow @

o 175.45.176.91 g @

(=] 175.45.176.82 Scanned: Just now “ ®
175.45.176.81 Multi-host server

- Tt v Scanned: Justnow @ B

o 175.45.176.80 % @
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24+ phone brands

Apps install only at state-run “IT Exchange Centers”
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MFES.  (FA)  FAEAL.

100% @ 7:54pm

Photos of a Pyongyang 2423 with its base model,
the Blu Vivo XL3
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The hardware
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The hardware

vice Model

re Information

vare Information

Serial numbe

i 701 Build Number

Photos of a Han 701



TRACEVIEWER / REDFLAG

A screenshot every
Not deletable.

Bundled into the Android OS on every phone - silent and persistent.



The keyboard “autocdllrects

-

-

“oppa”

>

4

South Korean style affection rewritten into id ology

 —— S



RedFlag: only state-signed files can spread =

o |
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SELFSIGN

device signature

N

_

Unsigned files are auto-deleted on tr

anster -
If the state didn’t sign it, it can 0'3 e

= =1




RedFlag:

analyzing the signature
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792-byte cryptographic media signature

per-file hash accumulator reserved
l IMEI hash J length l magic
Ak 328B 32B Pl 408 48 4B 8B
256 B 416 B

0x000 O0x100 0x120 0x140 Ox2EO 0x308 0x30C 0x310 0x318



320-byte cryptographic APK signature

checksum magic
length
RSA-2048 signature extended iB 4B 8B
256 B 48 B

0x000 0x100 Ox130 Ox134 Ox138 0x140



Traceviewer + RedFlag Demo

traceviewer demo.mp4


https://docs.google.com/file/d/1uM0DC2YIW-qtKtXJlNl_SxYuC5HD_oey/preview

PESKTEP

On desktop, it’s mostly split
between and 10/11



Caption: Microsoft Windows 7 Professional

Operating System

Architecture: 32-bit
BuildNumber: 7600

Caption: Microsoft Windows 7 Professional

Code Pages
ACP: 950
OEMCP: 950

Locale IDs (LCIDs)
System: 1028 (0x0404)
User: 1033 (0x0409)
Thread: 1028 (0x0404)

Keyboard / IME
Layout Handle (HKL): 0x00000000E0200404
IME Description: 3t Lt 9.10
IME File: UniKorHn.ime

-} Process

-} Code Pages
ACP: 950
OEMCP: 950
Locale IDs (LCIDs)
System: 1028 (0x0404)
User: 1033 (0x0409)
Thread: 1028 (0x0404)
Keyboard / IME
Layout Handle (HKL): 0x00000000E0200404
IME Description: 3t Lt 9.10
IME File: UniKorHn.ime
=) Process
Integrity L igh (0x3000)
Collected at: 2026-04-28T07:40:04.1059435Z

Integrity Level: High (0x3000)
Collected at: 2026-04-28T07:40:04.1059435Z

Internal Use Only



Hana IME

>



https://docs.google.com/file/d/1rPKrThqxbBqpnH_N4VdjszVSFd5TPHzN/preview
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Get OS version and modify the registry

110| if ((param 1 '= 0) && I=0)) §

111 plvari = & >

112 uvVard = uvVarlo;

113 uVar® = uVarlO;

114 do |

105 if {(*{uint *) ({longlong)s& + uVar%) & osMask) == osMask) |

116 = (HKEY) *plVar7:

117 1Varé = {longlong) (intjuVard * 0x3as;

118 WriteRecord( + 1Vare, & + 1Vare,
119 (LPCWSTR) (& + 1Varé),*(uint *) ({longlong) & + uVar%),
120 * {DWORD *) ( {longlong) & + uVar%j):

121

122 uVarl0 = uVarl0 + 1;

123 uVar8 = (ulonglong) ((intjuVard + 1):

124 uvVars9 = uVarl0 * 0x3a8;

125 plvVar? = & + uVarl0 * 0x75;

126 } while (({& ) [uVarlO * 0x75] != 0});

127| 1}

128| FUN_10002010({param 1);
129 FUN 10008290 (param 1):
130| return 0;

131}
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The hidden feature that no one asked for...

AV ILJIJA IA - 1
10155£40 0f ££f 0O RegRecord
00 00 00
£f £f 02 ...
10155f40 0f ££f 00 0O hana dwordFFOFh marker 10

10155f44 00 00 ff f£f hana dwordfFFFF h marker hi

10155£48 02 00 00 80 ff hana qwordFFFFFFFFS0000002h h¥ey
£ FF FF

10155£50 53 4f 46 54 57 char[256] "SOFITWARE\\Microsoft\\... keyPath
41 52 45 5c 4

€9 €3 72 €f 73...
10156050 45 €2 61 62 6c char[l28] "EnableLUA" valusName
- 65 4c 55 41 00
s 00 00 00 00 00...

10156040 04 00 00 0O hana_dworddh dataSize
10156044 04 00 00 0O hana_dword4h dataType
10156048 00 00 00 00 00 hana_byt...™" data = 0 -> UAC OFF data



2020

Group 109 cuts the power -
then searches

Reactionary Ideology & Culture Rejection Act.



MONITORING

Bureau 27 hunts smuggled
phones by their

New detection methods can catch sub-minute calls



Distribution can mean the

Roving inspection units - warrantless raids |- device seizures



lll. THE CRACKS

How_people beat the system anyway






Trial and error
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Self-sign to
beat the check.

Self-signing media to defeat RedFlag’s signature enforcement.



Pigeon



https://docs.google.com/file/d/1_j9CPfxNLSv9ymxqmkeROkpEEEznRiC2/preview

anti-forensic

Windows® XP Home/
XP Pro/2000 Pro ONLY

Product Activation Required

This CD may be used as an emergency boot disk.
Retrieve files, scan for viruses, check for errors, and restore
backup images with Symantec Recovery Disk. 256 MB RAM required.
Please see manual for instructions.




IV. THE GAPS

The support system 1s collapsing



The biggest crisis for the
movement

But a small community of defectors,
activists, and technologists persists.



V. OUR WORK

What we’re dolng about 1t
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What we’ve built so far...

Software projects in active Defector user tests in 2025 The primary design requirement
development in all of our products



VI. THE ASK

This 1s where you come 1n



If you write code, hack, or
build -
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What you’d work on.

Root, unlock, and exploit NK handsets Scale analysis, future state, application
development

Hardware analysis, application Reach devices independent of the
development, censorship bypass state network



DiStribution Networks

The most
part of our work

Developing a single network can cost tens-of-thousands of dollars



R

“LINK is developing technology to break barriers
which | have no doubt will create a free world for
North Koreans. | promise to contribute In
whatever small way | can until the day when our
dreams of a beautiful society and freedom in
North Korea come true.”
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