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About Famous Chollima
A Division of Lazarus APT 󰏭 
 
• Seek jobs in Western companies posing as developers & engineers
• Primary targets: Finance, Crypto/Web3, Healthcare sectors
• They rely on Western cooperators (aware or not)
• They use fake IDs, establish shell companies and abuse H1B visas

 
Objectives
 
• Corporate Espionage & Intellectual Property Theft
• Revenue generation for the sanctioned DPRK regime
• Financing the ballistic missile programme



The IT Workers Scheme

OPTION 1

20%
Salary Cut

A facilitator acts as the frontman
Has to attend all interviews

Handles daily stand-ups
Lazarus agents act as ghost developers

OPTION 2

10%
Salary Cut

Facilitator provides ID & laptop only
Agent conducts interviews himself

Facilitator remains completely passive
24/7 laptop access required



Interview with the Chollima
> Bitso Quetzal Team



Smile, You’re on Camera!
> ANY RUN, NorthScan, BCA LTD



About this talk

Novel Investigation
First-ever real-time documentation of North Korean IT worker infiltration operations from the inside.

Controlled Environment
Extended ANY.RUN sandboxes captured every click, file action, and network request in real-time.

 
Raising the stakes
During the first chapter we posed as facilitators. Now, we’re posing as an attractive DeFi company!

 



Tape A: “Hello DEF CON”
📼



Our approach
Stage 1: Infiltration (NorthScan)
 
• Recruiting a DPRK cluster into our DeFi company
• Conducting friendly and relaxed interviews and asking personal things
• Drafting contracts and requesting IDs and Banking Information
• Create a sense of a trust-based workplace with no controls & full access

○ And of course, lots of money

 
Stage 2: Containment (BCA LTD & ANY.RUN)
 
• Set up a simulated VDI farm in ANY.RUN sandboxes
• Recorded activity in real time: clicks, files, network traffic
• Analyzed toolchain and TTPs 
• Real-time intelligence gathering



Identity Selection

● A developer previously contacted by DPRK agents: Andy Jones (See Ep. 1)

● Reinforced the image of a U.S.-based developer willing to assist them

Building Trust Strategy

● Introduced the first DPRK IT Worker to “a friend’s DeFi company”

● As a new startup, they could secure privileged positions early

● Trust-based environment, so we asked them to bring “friends”

● Of course, all friends were other DPRK IT Workers

The recruiter: Andy Jones



Tape B: “The Recruiter”
📼



The Recruiter: Angelo Cruz



The Recruiter: Angelo Cruz



The Company: Ballena Azul LTD



The Company: Ballena Azul LTD



The Developers: Angelo



The Developers: Jack



The Developers: Lucas



Tape C: “Meet & Greet”
📼



Infrastructure & Control Setup
 
● Created fake Windows 10/11 “VDIs” (ANY RUN Sandboxes)

● Sandboxes routed through a U.S. residential proxy

● Full real-time monitoring of screen, network and file system activity

● All activity is recorded on video

● Ability to cut internet access or simulate crashes at will

Sandboxes & Chollimas



Tape D: “A hard day’s work”
📼



IP Addresses: VPN, VPS and OPSec Fails
 
● Observed VPS: Gorilla Servers, Alibaba Cloud, Datacamp, Server-Mania

● VPN nodes: 104.250.148.58, 192.200.115.226, 89.187.185.11, 107.150.38.250 

(AstrillVPN)

● An interesting finding: 62.33.223.165 (Residential at Vladivostok, Russia)

○ We identified an associated “owner” and a logistics company in Vladivostok

Sandboxes & Chollimas



ASTRILL VPNRESIDENTIAL





● Mikhail Khmel is a representative of 

InvestStroyTrest, a Russian company 

historically involved in operating a 

ferry service between Rajin/Rason, 

North Korea, and Vladivostok, Russia

● Multiple independent sources have 

since associated InvestStroyTrest  

linked or TransTeleCom assigned 

infrastructure with North Korean 

internet connectivity, DPRK IT-worker 

operations, and DPRK aligned cyber 

activity. 



Google Sync
 
● The operators synced their Google Accounts with Chrome
● This allowed us to access their data.

○ Web Search History

○ Accounts and Passwords

○ Installed Extensions

Sandboxes & Chollimas





AI Powered Job Seeking Tools
 
● Saved Prompts for GPT: Bookmark LLM prompts

● Simplify Copilot: Autofill job applications

● AIApply: Automate job seeking workflows

● Final Round AI: Real-time interview answer assistance

Famous Chollima Toolkit



Security & Access Tools
 
● AnyDesk: Primary remote desktop tool

● Google Remote Desktop: Secondary access method

● OTP.ee / Authenticator.cc & 2fa.cn: OTP generator

● Astrill VPN: Preferred VPN service

System tools

● sysinfo, dxdiag

● wmic

Famous Chollima Toolkit



Other legit services and platforms abused
 
● Cursor, Visual Studio Code, Remix

● ChatGPT, Google Gemini

● MetaMask, OpenSea

● ip8.com

● Github

● Chrome Remote Desktop

Famous Chollima Toolkit









Looking for investors
 
• We needed more multimedia evidence
• So we set up a call with a “VC interested in our company”

• Turns out, that VC was actually Yohan Yun
○ A recognized journalist from Cointelegraph!

Framing Chollimas



Tape E: “Imposters”
📼



Beyond the hunting grounds

Tracing their online presence across services

● When potential victims are identified, we attempt to contact and warn them. However, the risks of hiring 

or working with these individuals are often underestimated or ignored.

Fake workers, fake companies

● An example is Beejern, currently registered as an active LLC in the state of Oklahoma.  

● In a parallel investigation we have identified clusters of Web3 and software-development websites sharing 

phone numbers, addresses, service descriptions, and nearly identical website templates.

● Some of these companies also appear to use the H-1B visa system, raising questions about their use in 

broader operational networks.





Tracing crypto assets obtained by DPRK IT Workers

● We conduct similar investigations using tools such as: Etherscan, Tronscan, MetaSleuth, 

Breadcrumbs.app, Arkham Intelligence and others

● Types of services commonly observed across most wallets associated with DPRK IT workers:  

○ No-KYC Swap: FixedFloat, ChangeNow

○ Bridge / Cross-Chain: Wormhole

○ Wallet: Metamask, Cwallet

○ CEX: Kucoin, Binance, MEXC 

Follow the money





Tracing potentially suspicious H-1B applicants and sponsoring employers  

● Parallel investigation tracking a suspected coordinated network of shell companies, nominee 

executives, and financial vehicles operating across California, Wyoming, Texas, and New Jersey

● At least 30 companies under three phone numbers linking to unrelated companies across 

multiple industry sectors: technology, pharmaceuticals, trucking, real estate, finance, and more

● Three individuals dominate the corporate officer record landscape and together they appear as 

officers, agents, or COOs across dozens of registered entities, and H1B visa filings

Follow the people





Loose lips sink ships

● When we contact individuals listed as H-1B applicants or company representatives, some deny 

any connection to the company despite publicly listing the affiliation on LinkedIn.

● In other cases, companies or individuals downplay the issue, knowingly accept irregular hiring 

arrangements because of lower labor costs, or dismiss the risk because they believe they are too 

experienced or cautious to be fooled

Follow the people





Confronting the IT Workers
 
• After gathering enough evidence, it was time to stop.

• Since they lied about their identities…
○ We had to set up a meeting with our lawyer, Benito.

Taming Chollimas



Tape F: “Benito”
📼





Protecting yourself (and your organisation)
 

• Conduct rigorous KYC and background checks

• Train talent acquisition teams to detect red flags

• Not every time HUMINT works. 
○ But most of the time, threat actors are humans!  

• Block the hell out of AstrillVPN!

• Record their faces! Make them Famous!

Taming Chollimas



Always doubt!



Trust no one!



Smile! You’re on camera!



Smile! You’re on camera!



Heiner García Pérez

@0xFigo on X
https://northscan.co 

Thank you!

Mauro Eldritch

@MauroEldritch on X
https://bca.ltd/ 

https://northscan.co
https://bca.ltd/

